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Abstract. The scientific article deals with both integral vision of the contemporary informative risks in the globalized
world and their classification. The essence of the informative security is exposed, which is one of main factors of
steady development of the modern informative society. In consideration of the foreign practice, the experience of
Ukraine is also analyzed in counteraction to the contemporary informative threats. The effective policy of safety and
counteraction to the informative threats is one of the basic constituents of the state national safety system and at
the same time testifies to the correct character of connections between the public organs and the society. Under
the conditions of unrestrained progress of information technologies and general informatization in all sectors of
people’s life (politics, economy, defense, energy etc.), providing of control and defense of informative space of the
country becomes much more difficult task. Modern Ukrainian realities certify convincingly, that Ukraine is in an
extremely difficult political situation that influences all spheres of Ukrainians'life. The key reason of such situation
is a military-informative aggression against Ukraine from Russia, which is the fact of waging a «hybrid war». As it is
known, this type of war combines the application of both classic soldiery instruments (military technique, firearms,
regular troops) and methods of informative influence (cyber-attack, informative diversions, aggressive propaganda,
impact on public opinion). This factor encourages such research. The object of the study is the phenomenon of
information risks in the modern world. Subject of research - is the impact of modern information threats to the state
and society, namely the economic, political and social spheres. For a holistic analysis of the subject of research was
used appropriate methodology — systematic approach, method of comparative analysis, general scientific methods
(analysis, synthesis, generalization, induction, deduction etc.). The article is aimed to illuminate the essence and
the basic types of informative threats. The result was formulated comprehensive conclusions: First, explained the
importance of understanding of informative threats, and presents their essence and classification. In addition,
explained that while researching this question it is important to analyze the whole category of informative security,
which is a component of the state national security. The experience of Ukraine that got into the conditions of
external military-informative aggression can be an example in this context. In the study of Ukrainian realities, it is
determined that modern information challenges affecting important areas of social reality.
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1) illuminations of the essence of informative threats and
their classification;

2) the definition of the category «informative security>;
3) the analysis of the Ukrainian experience in
counteraction to the contemporary informative threats.

1. Introduction

The problem of counteraction to the informative threats
acquired the special value in conditions of modern life,
when the use of information technologies and their dynamic
development is a peculiar attribute of the modern world.

Besides, similar risks affect economic and financial relations,
state-administrative personnel, social and political sphere,
culture, social sector etc. Because of this fact, the effective
safety system construction in this sphere is on the agenda of
many scientific, public and business organizations, and state
structures as well. For this reason, the research of this range
of problems is actual. The article is aimed at illumination of
the essence and the basic types of informative threats. The
following tasks appear in accordance with the aim:
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The use of such methods and approaches became the
methodological basis of this research:
o Systematic approach, which was wused for
systematization of the basic contemporary informative
threats as well as a complex analysis of the informative
security as an integral great number of elements and also
connections between them;
« Method of comparative analysis, which was applied
while studying the Ukrainian experience of counteraction
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to the informative threats in comparing to the foreign
practice;

« General scientific methods such as analysis, synthesis,
generalization, induction, deduction and others.

2. Information and information threats

In the modern world, information technologies became
the integral part of our life. They are presented in all
segments: economy, politics, as well as in inner, legal
and other cultural spheres. Actually, such instruments
essentially improve, optimize and accelerate the man’s
work / the work of enterprises / of public institutions; and
this fact influences positively the common development
of the human civilization. Thus, the benefit and necessity
of their use is undoubted today. Information in such
conditions becomes a major strategic resource, a basic
productive force, which provides the further development
of city, region or country. That is why, like any other
traditionally existent resources, information also needs a
special protection.

However, it is an important fact, that the dependence of
the modern society on information technologies makes it
vulnerable to contemporary challenges and threats in the
informative sphere. For this reason, while using the term
«information> we also use such a category as «informative
threats>» that should be understood as the totality of all
external and internal factors, which render a ruinous
influence on the informative infrastructure of the state or
its separate constituent, and also threaten the safety of a
separately taken person or a social group (Baber, 2002).

It is worth mentioning, that the common and generally
accepted classification of informative threats is absent
in scientific circles today. In addition, this question is
regulated in a different way in different states even at the
legal level. Therefore, it is difficult to find the definite
answer to the question «which threats should be referred
to the informative ones»? A subjective look on the basic
informative threats systematization, which exists in the
modern globalized world, will be mentioned below. Thus,
to the modern informative threats we can refer:

« Cyberterrorism and cybercrime;

« Distribution of unconstitutional and anti-state slogans
and ideas in different information sources;

« Aggressive propaganda (both on the part of external
actors and on the part of the state);

o Spreading of information directed at the exasperation
of interracial / interethnic / interconfessional / interclass /
interregional animosity;

« Spreading in mass media and internet of the violence
cult, anti-patriotism, asocial behaviour;

« Ruinous effect on the public opinion;

o Limited access to public information by the population;
« Lowlevel (absence) of the personal data protection;

o Lowprotectionofthe criticalinformative infrastructure;
« Presence of other external or internal risks, which
threaten the safety of both state and social informative space.

In the view of the specific threat information can provide
four main aspects of action, namely: values, technological,
social, political and legal.

Value aspect

Technological

(Impact on aspect
public opinion) (Impact on
cybersecurity)

Legal aspect
(Imperfect / ineffectiveness of
legal framework)

Socio-political aspect
(Censorship and
restriction of access to
public information)

Fig. 1. Four major aspects of information threats

Obvious is the fact that such risks spread their impact
on almost all social institutes, establishments and public
organs of the day. The term and power of action, as well
as the inflicted losses and damages (not only material) are
different. Wide spectrum and the variety of informative
threats determine the search for effective methods and
mechanisms, which protect from the threats.

3. Concept of information security

While analyzing a concept of «informative threats>» we
cannot avoid the concept of the «informative security>.
In modern science and legal systems as well as in the
previous case there is a problem with its exact definition.
In a wide sense under informative security (it is important
not to mix it up with the «safety of information») it is
understood the direct condition of protecting interests of
a person, a society and a state in the informative sphere.

In recent years there has been a marked increase in the
importance given to matters of national security, specifically
«anti-terrorist> measures by state actors. There has been
a worrying trend for governments around the world to
justify many contentious decisions as a response to the
threat of terrorism. This terrorism emphasis has given
rise to a variety of legislative measures described by their
authors as a vital component in increasing the capacity of
the relevant law enforcement agencies to fight the so-called
«war on terror>». As information and communication is
just as important to perceived enemies of the state as it is
to the state itself, ICT legislation is one of the targets of
emphasis by governments (Carey-Smith, May 2007).

In the narrow understanding it is the condition of the
protection of data handling and retention systems, where
the confidentiality, the availability and the integrity of
information, as well as general protection of the informative
space of the country and its components (in particular
of public opinion), is provided from present risks. In the
conditions of an irresistible development of information
technologies, we have an opportunity to observe, how
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the political influence of the state becomes scaled down
and the role of the centers, which manage the informative
streams, becomes scaled up.

In addition, in the context of informative security it is
reasonable to remember the fact, that mass media, news
agencies, television channels influence the forming of the
public mind. All above-listed elements strengthened their
reputation as «the fourth power». As practice (including
Ukrainian) shows, it is possible to carry out a determinant
influence on all spheres of the social vital activity, in particular
on the political sphere, by means of such instruments. The
basic subjects of informative security providing are both
state structures (that carry out the activity by means of the
power, determined by the current legislation) and public
institutes (as their strategic allies and the participants of the
national non-state security system).

An important component of information security is
cyber security. Societies in today’s world are becoming
more and more dependent on open networks such as
Internet where commercial activities, business transactions
and government services are realized. This has led to the
fast development of new cyber threats and information
security issues, which are utilized by cyber criminals.
Mistrust for telecommunications and computer network
technologies have tremendous socio-economic impacts
on global enterprises as well as individuals. Moreover,
the occurrence of international frauds often requires
the investigation of facts that occur across international
borders. They are also often subject to different
jurisdictions and legal systems. The increased complexity
of the communication and networking infrastructure is
making preventing of cyber-crimes difficult therefore new
approaches for cybersecurity are desired (Szczypiorski,
Mazurczyk, Janicki, 2016).

4. Experience of Ukraine

The beginning of the XXI century was marked by
the emergence of new social and political realities of
mankind. The processes of globalisation, introduction
of new information technologies and formation of an
information society have imparted additional importance
to information security, which is an element of national
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security. It is the development of the information sector
that will in the near future determine the political and
economic role of separate states on the international
stage; the ranking of countries in the information sector;
and the processes of democratisation and overcoming the
aftermath of totalitarianism in Ukraine. This is conditioned
by the following factors.

Only timely and reliable information enables state power
bodies to make balanced and well-grounded decisions;
information support for domestic and foreign policies
creates preconditions for their public support, and helps to
form an objective image of Ukraine in the world.

At the same time, analysis of the present situation and
trends in the development of the national information space
shows that the level of Ukraine's information security, at
least by some indicators, is reaching a critical limit (Tropical
problems of Ukraine’s information security, 2001).

This is primarily due to the fact that Ukraine has become
an object of the military-informative pressure, which is
a component part of the hybrid war strategy on the part
of the Russian Federation today. As both foreign and
national experience show, the state resources are usually
not enough for the effective resistance to the informative
blows. For this reason, the Ukrainian government and
the power structures use the potential of the civil society
institutes in the solution of such problems. Their help often
plays a significant role in the resistance to the informative
challenges, providing the effective functioning of the
safety system in general. It is although impossible to ignore
numerous problems that appear while attracting the civil
society to the realization of the policy of the Ukrainian
informative space security.

Temporary restriction on broadcasting a number of
foreign TV channels cannot be considered as a sufficient
measure to counter information aggression. To obtain the
desired result it is necessary to create a fundamentally new
system of defense of Ukraine.

Decision of former acting President Alexander
Turchinov about enforcing decisions of the National
Security and Defense on April 28, on measures to counter
the information aggression of foreign states was important,
but only a first step aimed at strengthening defense of the
information space. Context Media is convinced that the

—— Non-state

State subjects L

—_

1 subjects

Security structures

Executive structure

Local governments

Fig. 2. Main subjects of information security
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creation of a truly efficient and effective defense is possible
only in the interaction of public authorities, specialized
organizations working in the information market, media,
media experts, non-governmental organizations.

Using years of experience and advanced leadership
positions in media monitoring and media analysis,
Context Media develops and proposes effective measures
aimed at strengthening the country's information security,
combining them into a set of services called «Information
Protection of Ukraine>.

The study is conducted in the information field of the
individual directions, including government agencies work
and their managers, regional policy, protests, political
parties and organizations, etc. There are also a variety of
forms of information — from the operational notices to the
monthlyanalytical reports containing detailed information
in different directions.

For example, experts of Context Media developed a
model for search and operational analysis of information
for the state institutes. The proposed system requires a
change in the process of collecting and analyzing data
to determine timely information threats, as well as
aspects affecting the reputation of Ukraine. However,
implementation of the system allows maintenance of high
standards of freedom of speech in the media (Information
security of Ukraine, 2013).

Both in foreign countries and in Ukraine public
associations, non-governmental organizations and trade
unions play an important role in the realization of aims
of the national security in the sphere of information.
Their collaboration with the state is realized through the
public councils by the state structures, by concluding
treaties, even at the international level, by realization of
joint projects. In this sphere, the participation of non-
governmental analytical centers and mass media is also
important.

The solution of such problems as informative security
and building of civil society in Ukraine is in direct
connection with the increased role of the intellectual
property, the development of the national informatively-
communication system as the complex of institutions,
which provide the realization of the effective public
informative policy, of the national informative space
security, its own ideology and culture. The Ukrainian
policy of the informative security providing is an
important component of the policy of national security. It
must be based on systematic preventive activity of the state
structures in reference to the informative security granting
to a person, social groups, the society and the state.

The analysis testifies that the real threats to informative
security of Ukraine exist at the personal, social and state
level. It is also necessary to mark that Ukrainian realities
confirm the thesis that informative challenges touch all
the vital functions of the society. While analyzing the
contemporary practice, we can make sure of this fact once
again. The main spheres of the informative risks activity
are economic, political and social.

In the economic sphere, it shows up in the presence of
informative diversions and blows, which are directed at
doing harm to the informative infrastructure by separate
industrial objects, private and state enterprises, large
corporations etc. Such criminal acts are never directed
to the whole system of the national economy, but have
separate subjects of managing or financial institutes as
their final aim. For example, numerous attempts to attack
the Internet resources of the Ukrainian stock exchange.
Besides, it is worth mentioning that the recent cyberattack
against the corporation «Prykarpattyaoblenergo> badly
influenced the work of the Ivano-Frankivsk power supply
system and the power grids of other regions as well.

Regular fake reports and propaganda about mythical
«death of the Ukrainian economy», «death of hryvnia»
and default that must happen very soon - are also
informative threats, which make a problem not only for
informative, but also for economic security of Ukraine,
as they influence the citizens and investors’ moods. The
informative factor is one of the most important in the
process of forming of the national exchange rate.

In the political sphere, the force of informative risks is
quicker, as they threaten to the principles of the Ukrainian
national security. The informative blows from the
external enemies are often directed to the undermining
of the political situation in a certain region by means
of confrontation of the center and the periphery. For
example, the political agitation of pro-Russian forces
in Donbas for the nearest beginning of the war against
Kyiv, using of propaganda instruments in Odesa, Kharkiv
and Dnepropetrovsk regions, informative diversions in
Zakarpattia are related to the «Ruthenian question».

The social sphere is also a surrounding of ruinous
action of informative threats. The main danger is in the
use of communicatory and manipulative technologies for
the exasperation of interconfessional, interclass, ethnic,
interregional contradictions and conflicts. External actors
(for example Russia) usually pursue this object; however,
similar instruments are often popular among political
parties or blocks and oligarchic clans. They use information
technologies to achieve their lucrative political impulses,
or to satisfy their financial interests. An example here
might be the frequent media coverage of political anti-
advertising, manipulation and propaganda messages, and
use of «black PR> technology. This is the everyday reality
in the Ukrainian political system.

Only concerted action of the current state leadership
of Ukraine together with community groups can lead to
achieving the desired results in the sector of information
security. Addressing the cooperation between the
authorities and society is important in the context of
building an effective system to counter threats and risk
information. This is due to the fact that the resources
of the state are not enough to win the «information
confrontation» with external and internal enemies.
Therefore, current government partnership with social
groups and associations that act as its «non-state allies>»
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is necessary. All the information mentioned in the article
threats can be eliminated with the active position of the
Ukrainian public and government agencies wish to engage
non-governmental entities to form security policy.

5. Conclusions

Thus, the significance of information as an important
strategic resource of the state and society caused
the increase of their dependence on the informative
sphere condition. For this reason, in the contemporary
conditions of uncontrollable development of information
technologies the presence of various informative threats
became an integral part of the public reality. Contemporary
informative risks have a strong influence on all spheres of
social life and affect the national interests as well. While
researching this question it was important to analyze
the whole category of informative security, which is a
component of the state national security. The experience
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of Ukraine that got into the conditions of external
military-informative aggression can be an example in this
context. While setting the Ukrainian national security
strategy as a «travelling map>» of the general security
sector reformation, the informative safety appears as its
important part, which protects the national interests in the
informative sphere.

The perspective of further scientific researches in this
field should be mentioned. It is conditioned by a number
of factors. The necessity of theoretical comprehension
of such categories as «information», «informative
threats», «informative security» should be mentioned
as well. It is also necessary to determinate the effective
mechanisms of the perfection of national informative
safety system; to improve the existing effective methods
of counteraction to the informative threats and to develop
the new ones; to increase the efliciency of the process
of citizens’ attraction to the forming of the informative
policy and the safety policy.
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AHaTtonuin TOJIOBKA
NHOOPMALMOHHDLIE YTPO3bl B IJTOBAJTM3VIPOBAHHOM MUPE: SDKOHOMUKA, MOJTNTUKA,
OBLECTBO (OrNbIT YKPAVHDbI)

AHHOTaumA. B HayyHOW cTaTbe MpepcTaB/ieHbl LENOCTHOE BUAEHVE COBPEMEHHbIX MHGOPMALMOHHbBIX PUCKOB
B rM06anbHOM MYpe, PAacCMOTPEHbI UX KnaccudurKaumio. PackpbiTa CyLiHOCTb MHGOPMaLMOHHON 6e30nacHOCTY,
KaK OJHOro 13 rMaBHbIX GaKTOPOB YCTONUYMBOrO Pa3BUTUS COBPEMEHHOIO MHGOPMaLMOHHOIO obulecTBa. Takxe
6bI1M MpoaHanu3MpoBaHbl OMbIT YKpavHbl B NPOTUBOAENCTBAM COBPEMEHHbIM MHOOPMALMOHHBIM Yrpo3am
npu yuyete 3apybexxHOl NpakTuKW. B3selweHHasa n addekTMBHaA nonutnka 6e30MacHOCT U NPOTUBOLAENCTBIA
NHGOPMaLMOHHBIM YrpO3am ABAETCA OQHON U3 OCHOBHbIX COCTaBAAIOLMX CUCTEMbI HAaLMOHANbHOWM 6e30nacHOCTY
rocynapcTBa v BMeCTe C TEM CBUAETENIbCTBYET O MPABUSIbHOM XapaKTep CBA3EN MeXX Ay roCyfapCTBEHHbIMU OpraHamu
1 obuiecTBoM. BycnoBusix 6e3yaep>kHOro nporpecca nHGopMaLNOHHbIX TEXHONOTUI 1 BceobLuel nHbopmaTmaunm
BCEX CEKTOPOB >KM3HY YefoBeKa (MOUTUKM, SKOHOMUKN, 06OPOHDI, SHEPreTUKM 1 T. 4.). ObecneueHns KOHTPONA
N 3aWmnTbl MHGOPMALMOHHOIO MPOCTPAHCTBA CTPaHbl CTAaHOBUTCA BCe Gosiee CIoXKHOW 3agaveir. CoBpeMeHHble
YKpauHcKre peanun ybefuTenbHO CBMAETENbCTBYIOT, UTO YKpauHa HaXOAUTCA B KpalHe CIOXKHOW MOAUTUYECKON
cUTyauumu, onpeaensaiowmmobpasomBanaeT Ha Bce 6e3 ncKnoueHna cdepbl KU3HM yKparHCKoro coumnyma. Kniouesasn
NpPUYKHA TaKOro NONOXKEHWA BELLEN 3TO BOEHHO-NHOPMaLMOHHAas arpeccusi NpoTrB YKpanHbl CO CTOPOHbI Poccuy,
TO eCTb GaKT BeleHUs «rmbpuaHON BONHbI». Kak M3BECTHO AaHHbIN TWM BOWMHbI COUYETaeT B cebe NprMeHeHne Kak
KJ1aCCMYECKNX BOEHHbIX MHCTPYMEHTOB (BOEHHOW TEXHUKMW, OTHECTPESIbHOTO OPYXKSA, PEryNApHbIX BONCK), Tak 1
MeTo0B MHGOPMALIMOHHOIO BO3aAeNCcTBUSA (KnbepaTtaku, UHPOpPMaLMOHHbIE ANBEPCUN, arpPeCcCUBHAA NponaraHaa,
MaHUNynALmMA obLLecTBEHHbIM MHeHMEM). T GpaKTopbl 1 AeNnatoT akTyaNlbHbIMK Takne uccnefgoaHusa. O6sekmom
uccnedosaHus sBnaeTca GeHomeH UHPOPMALMOHHbBIX PUCKOB B COBPEMEHHOM MUpe. [lpedmem ucc1e008aHUS —
3TO BANUAHUE COBPEMEHHbIX MHOOPMALMOHHbBIX YrPo3 Ha roCyAapcTBO M 0OLLEeCTBO, @ UMEHHO SKOHOMUYECKUN,
MOSIMTUYECKNI Y COUMANBbHBIN CErMEHTbI. 1151 LLeNOCTHOrO aHanv3a npefMeTa NccsiefoBaHnA Hbia NCnosib3oBaHa
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COOTBETCTBYIOLIAA METOAONOMMA — CUCTEMHbIA MOAXOA, MEeTO[ CPaBHUTENbHOrO aHanu3a, oblyeHayuHble
MeToAbl (aHanm3, crHTe3, 0600LWeHe, NHAYKUNA, AefyKUuna 1 T.4.). Llesso HayuyHOW CcTaTbl eCcTb UcceoBaHue
CYLLHOCTU 1 KnaccndurKaLma OCHOBHbIX TUMOB MHPOPMALMOHHBIX Yrpo3. B pesynbtate Obinn chpopmynmpoBaHbl
BCeoObeMITIOLLME 8bI800bI: BO-MEPBbIX, ObII0 06BACHEHO Ba’KHOCTb MOHUMAHUA MHPOPMALIMOHHDBIX YIPO3, a TaKKe
npeAcTaBnAeT UX CyWHOCTb U Knaccudukauma. Kpome Toro, 060CHOBaHO MAeEI TOro, YTO UCCiiefya 3TOT BOMPOC,
BaXHO NPOaHaNM3npPoBaTb TakXe KaTteropuio nHbopmMaLMoHHON 6e30nacHOCTH, KOTopas ABNAETCA COCTaBHOW
YacTblo HauvoHanbHoW 6e3onacHocT. ONbIT YKpaunHbl, KOTOPbIV B YCOBMAX BHELLHEN BOEHHO-MHGOPMATUBHOW
arpeccum nOCHyXun MNpYMepoM MpY WCCNeOBaHWM [aHHOW npobnematuku. Npu M3yyeHUn YKParHCKUX
peanuii, 6bI10 YCTAaHOBJIEHO, YTO COBPEMEHHbIe NHPOPMALIMOHHbIE MPOGMIEMbI, CKa3blBAKOLMNECS BaXkHble chepbl
coumanbHOM peanbHOCTU.
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