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Abstract. In the networked information conditions triggered the misbal-
ance of the transmission mechanism through which the information space
exercises its effect. This has been partly due to the destructive processes
in the system of interpersonal relations, and partly due to global transfor-
mation processes. Economic relations develop at the backdrop of systemic
value disruption caused by the growing amount of information of question-
able quality. Subjected to the removal of social filters from the information
space, the public will become a perfect container for unlimited volumes
of any information with a next to zero value, however the impact of this
information will get stronger because of the undefined state of the social
space, increasing information asymmetry. Recognizing the informational
asymmetry as the basic condition for the emergence of society, the arti-
cle presents the content of information asymmetry evolution, describes its
current stage. Metodology: the combination of the information theory and
logical and historical methodology. The study based on classical theoret-
ical approaches to information asymmetry in an economic environment
have been developed by Kenneth J. Arrow, George Akerlof, Michael Roth-
schild, Joseph Stiglitz, Michael Spence, Robert Shiller. The purpose of the
article is to reveal the evolution of information asymmetry and to charac-
terize its current stage on the basis of logical and historical methodology.
The evolution of information asymmetry is a logical and historical process
in which information asymmetry acquires new qualities different from the
initial information asymmetry through objective and subjective information
asymmetry over to information surplus and the development of global and
monopolistic information asymmetry emerging from the concentration and
monopolization of information by information giants and accompanied by
the exasperation of bureaucracy and direct administration of economic and
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social processes both nationally and around the globe. The study demon-
strates the phenomena introduced to the communication space together with
the development of the networked information economy, such as desub-
jectivation, concentration and surplus of information. The study defined
the growth factors for the information surplus, specifically the active gen-
eration of information in the backdrop of the crisis of professionalism; it
characterizes the global monopolist information asymmetry as the special
condition for economic activity in the context of networked information
economy, which considerably promotes the growth of uncertainty for regu-
lar participants of economic interaction.

1. Introduction

The innovative development of the new information society constantly
fills the economic and sociocultural space with new knowledge that needs
to be processed and delivered to the end user, thus enabling the “new com-
mon sense” through making knowledge routinely used for the benefit of
society.

Yet what is the way to go with the process of cognition and transfer of
knowledge in a modern world where the socioeconomic space is filled not
only with innovation information of positive value, but also with unstruc-
tured, contradictory, mutable and at times erroneous information stream-
ing from multiple sources? The situation is further complicated by the fact
that modern information transmission systems deliver data to the end user
within the shortest possible time, virtually instantly, so the volume of infor-
mation waiting to be processed is constantly growing, reducing at the same
time the actual chances of putting it to a practical test, which fuels the con-
stant increase in information asymmetry.

Once the social space started getting saturated by information, once it
stopped being scarce, once telecommunication technology made it possi-
ble to significantly improve its mobility, social mechanisms started shifting
towards imbalance and conflict, preconditioning tangible economic risks.
The long-established value-based premises for economic communication
began their transformation. For example, they exacerbated the problem of
“principal vs agent,” when the more informed party to an interaction cor-
rupts data, creating a false information background in the context of a sub-
jective information asymmetry.
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The first theoretical approaches to the analysis of information asymme-
try in economics started emerging in the 1960-1970°s, in the time when the
social space experienced the growing volume of information to be analyzed
and processed, and the economic space started inviting new information
technology into its environment.

Classical theoretical approaches to information asymmetry in an
economic environment have been developed by Kenneth J. Arrow
[1, p. 941-973], George Akerlof [2, p. 488-500], Michael Rothschild, Joseph
Stiglitz [3, p. 629-649], Michael Spence [4, p. 355-379; 5, p. 355-365],
Robert Shiller [6]. The first ever mentioning of incomplete information in
the economic science as an important condition for the interaction of eco-
nomic agents was made in the work by K. Arrow, Uncertainty and the Wel-
fare Economics of Medical Care [1, p. 941-973].

In the 1970s, the problem of information asymmetry in economics, i.e.
the situation where one participant of the interaction has more information
than the other, started coming up in the discussions across both academic
circles and the business environment. Following long-term research in this
field, G. Akerlof and R. Shiller [6] concluded that in a market economy, the
situation where one participant of the interaction is more informed than the
other is completely natural. Information asymmetry is a prerequisite for an
economic space; it is its basic component. The academics gave examples on
how companies grow their businesses using the weaknesses of consumers,
their vulnerabilities, which result from the incomplete information about
the true motives of the manufacturers and the production environment.
The authors claim, that the free-market system reveals and exploits our
weaknesses automatically [6].

The asymmetric information theory made a great impact on the basic
understanding of price balance and the optimal distribution of resources in
economics. Moreover, it introduced important amendments to the system
of corporate management, as the involvement in the production of the most
(managers, workers) and the least (shareholders) informed parties drove the
need to encourage company managers to manage the company effectively.
This specific phenomenon of information asymmetry in a company with
noticeable dispersion of corporate assets helped shift classical capitalism
towards the domination of managers over business owners. “The corpo-
rations came to be run to profit its managers, in complicity if not conspir-
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acy with accountants and the managers of other corporations” [7, p. 8], i.e.
bonus-driven managers became one of the factors of the present-day crisis.

In 2001, G. Akerlof, M. Spence and J. Stiglitz received the Nobel
Prize in Economic Sciences for the analysis of markets with asymmetric
information. Their classical works on the problems of information asym-
metry were published in 1970 by G. Akerlof [2, p. 488-500], in 1973 by
M. Spence [4, p. 355-379], and in 1976 by M. Rothschild and J. Stiglitz
[3, p. 629-649]. In those works, the authors looked into the consequences of
unfavorable selection in the product, labor and insurance markets. Further
works researching into information asymmetry were centered on the analy-
sis of moral risks, specifically the risk of defaulting on contract terms after
entering into it; those were works by S. Grossman and O. Hart [8, p. 7-45],
B. Holmstrém [9, p. 74-91], J. Mirrless [10, p. 3-21].

The classical works on the problems of information asymmetry view
it as a factor of communication, formation of contractual relationship and
delivery on the agreement terms when one of the parties to the economic
interaction experiences explicit/implicit information deficit. The modern
society of open data and transparent communications provides opportu-
nities for overcoming information asymmetry and establishing economic
relationships based on parity, whereby any party can obtain all the available
information within the shortest time. And yet information asymmetry is not
being overcome, but on the contrary, it is growing, developing, transform-
ing. The evolution of information asymmetry is ongoing.

The purpose of the article is to reveal the evolution of information asym-
metry and to characterize its current stage on the basis of logical and histor-
ical methodology.

2. Information asymmetry in societies preceding
the networked information economy
Everything that makes up a human life has an informational aspect, spe-
cifically a person’s perception of themselves as a personality, ideas about
the world around them, the day-to-day activity, rules and mechanisms
underlying the interaction with other people. Information asymmetry (74)
is the prerequisite of one’s existence which a person brings to the world at
birth, for a newborn baby has absolutely no idea about himself or the world
around him, i.e. how it is built and which rules it obeys. At the same time, in
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a human’s world, a newborn baby is one of its components whose basic life
activities are known, and the mechanisms of upbringing and socialization
are clear. In other words, the information about a human being is objec-
tively defined in the context of the historical process of evolution of human
and social life. On the other hand, each human emerges in this world with
a tiny fraction of information concerning their existence, and that fraction
relies on reflexes. This holds the meaning of basic information asymmetry
(Figure 1) — the proportion of known to unknown information. The entire
human life relies on the process of overcoming the information asymmetry
through cognition.

It has been historically proved that the human’s evolutionary aptness
depends on the availability of true information about the world around. The
reason for this is that the life expectancy and living conditions of the prim-
itive man depended on the validity, accuracy of the information about the
conditions of existence (such as the rules of behavior within and outside of
the tribe, at hunting, in case of danger, etc.) acquired from his parents and

IA in societies preceding the networked information
economy
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on his trust in them as the primary source of information. The evolution of
the human species, the world exploration processes, the expansion of philo-
sophical and scientific knowledge all prove the crucial role the information
quality and trust play as the fundamental factors for human development.

In Aristotle’s classical understanding, a statement is true if and only if
it corresponds to something that exists [11]. Therefore, the truth is the rel-
evant information about an object that is being characterized from the per-
spective of trustworthiness.

Trustworthiness can be achieved through a theoretical replication that
ensures the correspondence to the reality. Trustworthy information is per-
ceived as real, not requiring any additional verification. Information accu-
racy is the philosophical, scientific and practical imperative that underpins
the interaction between economic entities. Trust as an interaction factor can
only be formed in the setting of trustworthiness which ensures confidence
in the behavior of the other entity.

According to the definition by A. Grytsenko, Doctor of Economics, trust
is the attitude to entities and institutions, which corresponds to the degree
of confidence in the adequacy of their behavior through understanding their
way of action in various forms of mutual activities towards the achievement
of a certain goal, without realizing the terms for cost compensation, equiv-
alence and profitability [12, p. 17].

Trust is an evolutionary element. The ability to analyze and verify infor-
mation could only develop in response to the formation of an information
base in the human consciousness in the process of work, and also due to the
emergence of distrust. The search for the truth, for trustworthy information
is a dynamic process of removing the controversy within the phenomenon
of trust vs distrust.

Based on the theoretical findings of modern psychology, we acknowledge
that a human arrives in this world with a trust potential, which ensures cer-
tainty and psychological confidence. The more a person grows emotionally
and socially, the more often they question themselves about the sufficiency
and completeness of the information they have at hand. Therefore, the person
faces the distrust towards the completeness of their own knowledge and its
accuracy. It inspires them to further cognize and fathom the world and the
role of a human in this world. The person, being aware of their knowledge
limitations and embarking on the path of search, therefore trusts that their
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knowledge is incomplete, thus making their first step on the way to removing
the conflict between trust and distrust, as this is trust in the initial distrust.
Socrates’ classical imperative, “I know that I know nothing,” is translated
into trust in distrust. The process of cognizing the truth, acquiring trustworthy
information about the subject of learning, making the comprehensive, com-
plete, practically true replication of the subject removes the conflict between
trust and distrust in cognition, whereby the distrust towards the completeness
and trustworthiness of the available information drives the research activity,
which results in the acquisition of complete, true, trustworthy information.

The process of cognition and search for the truth includes the initial trust
that transforms into distrust, but a special kind of distrust that presents a
system of methods and instruments for mastering the subject and becomes
a factor for removing the conflict between trust and distrust by means of
receiving new, trustworthy, practically true knowledge [13, p. 16-23].

On the one hand, the asymmetry of information space is objective, since
the world unknown to the human, the truth that has not been put to practice
will always be vaster than the known world. On the other hand, the scientific,
methodological and practical tools for processing the information inside each
subject are limited, so there is a demand for professionals who would provide
help with gathering, processing and delivering trustworthy, practically true
information to the end user, this reducing the information asymmetry.

Therefore, the objective asymmetry of the information space brings up
the next level of information asymmetry which we call objective (Figure
1), the one that develops as the natural result of division of labor that led
to the emergence and establishment of various crafts and trades, separation
and institutionalization of professions and introduction of a special kind of
information — professional information, which makes a competitive edge
and is closed to the members of other professions. Being closed to “others,”
it naturally brings about the need to trust the work results of a professional
whose work-related activity is institutionally closed to other market play-
ers. Historically, a profession or professional activity relies on and calls for
trust. In its turn, the social space demands professional knowledge and opin-
ion, i.e. professional information. This historically and objectively created a
dependency between the development of trust and the professional knowl-
edge (the totality of professional skills and functions), which appeared and
intensified as a result of objective information asymmetry.
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On the other hand, there is the subjective information asymmetry (Fig-
ure 1) that is the result of different information awareness at the start
of an interaction, which is formed due to individualistic motives, such
as the wish to keep, retain, conceal information, give false information
etc. to achieve the desired communication effect. The subjective asymme-
try can be minimized by ethical norms of professionalism whose touch-
stone influence was mentioned way back by Luther who came up with
the need for the moral qualification of secular professional activities [14].
A U.S. sociologist T. Parsons considered professions a structural element
of the modern society, which demonstrates how economical motives are
restrained by professional ethics, and the institutional code of one’s pro-
fessional sphere curbs the selfish interest of the individual. T. Parsons
argued that not all individuals and social groups turn to the free market in
a bid to satisfy their selfish interests, such a social group is professionals.
One of the key traits of a professional is the lack of egoistic interest, which
contrasts him with the so-called “businessman.” A professional does not
see himself as a person pursuing his own profit, rather he is concerned
with his clients and science [15, p. 34-46].

In the system of social institutes, professionalism and professional activ-
ities have fundamental importance, since they are the enablers of a space
of trust in the economic interaction system. To turn to the services of an
economic agent means to value his professionalism and trust him. Among
the psychological indicators of professionalism, apart from cognitive and
innovative capabilities, there are also the motivational ones, including pro-
fessional values, ideals, mentalities; the understanding of the significance
of a profession; a professional mindset and the possession of ethical norms
of one’s profession, being able to match the criteria of professionalism. The
connection between cognitive, innovative and motivational factors of pro-
fessionalism reflect the unity of economic and ethical criteria, compliance
with which creates a space of trust in the system of economic relations,
which consequently maximizes the effect of the interaction between the
subjects and improves their innovative abilities.

Today’s society calls for adequate professionalism that acts as a neces-
sary facilitating link between a subject and the information space. The oper-
ational environment in information economy is strikingly different from the
environment of a capitalistic state.



Chapter «Economic sciences»

3. Information asymmetry in a networked information economy

In his description of the underlying characteristics of the new society,
Manuel Castells wrote, “The term ‘information society” emphasizes the role
of information in society. But I argue that information, in its broadest sense,
e.g. as communication of knowledge, has been critical in all societies, includ-
ing medieval Europe which was culturally structured, and to some extent uni-
fied, around scholasticism, that is, by and large an intellectual framework...
In contrast, the term ‘informational’ indicates the attribute of a specific form
of social organization in which information generation, processing, and trans-
mission become the fundamental sources of productivity and power, because
of new technological conditions emerging in this historical period” [16].

In the modern high-tech-dominated society, the abundance of sources
of information, the unstructured nature of information and its vast volumes
create the problem of information asymmetry in a new sense: concentra-
tion, desubjectivation, surplus of information (Figure 1). When subjected
to these processes, information turns from the condition for the develop-
ment of postindustrial paradigm, with its largely humanistic principles, into
a socio-humanitarian instrument; the information revolution and innovative
growth stopped serving each other’s purposes, whereas the oversaturation
of the information space takes place in the setting of the dwindling financ-
ing of the general innovative growth.

Prior to the crisis of 2009, the spending on research and development
work (R&D) used to grow steadily at around 7% per year. The data pub-
lished in the Global Innovation Index 2016 report indicate that throughout
2014, the expenditures on R&D across the world increased only by 4%.
This was the result of the slowdown in the economic growth in countries
with emerging markets and the reduction of R&D spending in high-income
countries [17]. According to the Global Innovation Index 2016, in 2015,
despite the somewhat greater overall investment in R&D, the business envi-
ronment still was marked with downtrends [18].

At the same time, according to forecasts, investment in IT hardware,
software, services, telecommunication and personnel — i.e. everything that
can be jointly called the “infrastructure” of the digital universe and tele-
communications — is expected to grow 40% in the period between 2012 and
2020. Consequently, the cost per gigabyte (GB) over that period will likely
fall from $2.00 to $ 0.20 [19].
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Between 2005 and 2020, the volume of digital information will increase
300-fold, from 130 exabytes to 40,000 exabytes or 40 trillion gigabytes
(more than 5,200 gigabytes per each man, woman and child). Digital infor-
mation will keep doubling each two years until 2020 [19]. Therefore, the
increase in the size of the digital space is clearly ahead of the general inno-
vation growth in the world, thus driving the information surplus (Figure 1),
which is brought about by both the reduced cost of new information in the
social interaction systems and its diminished value for an average consumer
of the social space.

Today we can see the asymmetric impact of the information environ-
ment on the society and people through the concentration of information
in the systems of global operators (Figure 1). In such circumstances, the
subjects of information space (media, Internet operators) are free to manip-
ulate information streams; they can receive, systemize, create, distribute
information with the given size and quality, blow “information bubbles,»
take an active part in information wars, while staying completely incognito
and free from any responsibility.

The mobility of information distribution makes it even harder to reveal its
responsible source. These processes of the desubjectivation (Figure 1) of the
information space are directly related to the inflation of the value-based com-
ponent, with the degrading of traditional, basic institutions that cement together
and drive social interaction. On top of that, the lack of information responsi-
bility is an actual reason for the withering of the need for economic freedom.

The desubjectivation of the information space makes the information
separate itself from the object that emitted it to assume an independent
life-purpose form and possibly affect the processes behind the interaction
between the subjects, without revealing the sources of its origin, being an
independent, a priori factor causing the effect of interaction. It directly
affects the formation of trust/distrust, but not only in the context of the sub-
ject of interaction, but also in its own context. Therefore, in today’s context,
the classical understanding of how trust develops in connection with the
information received from (about) the subject of the interaction requires an
amendment to the view of the special role of the information space which
has its own phenomenological nature.

The effect of the information space is currently controversial, not least
due to the transitional state related to the fact that the crucial role of infor-
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mation as an asset in today’s reality is not self-evident for the entire global
economic space. Along with developed, innovation-driven countries, there
are other countries that develop slowly, where innovations shun real econ-
omy, besides, there are also innovative-stagnating countries.

This means that the global space for absorbing innovative informa-
tion is by no means homogeneous; institutionally saturated sections exist
alongside voids and gaps. The latter can be observed in economies where
innovations are consumed in a reduced form. In certain African countries,
the digital world is represented largely by mobile banking [20, p. 61-81],
whereas digital technology in production are omitted in the African eco-
nomic practices. For such countries, the world of innovations is often
the world of abstractions that hardly ever influences either economic or
social growth. Indeed, mobile banking services in Africa have recently
demonstrated rapid growth. However, the welfare of an average African
unlikely depends on having a mobile account that can be used through a
series of mechanical moves that neither require a high level of knowledge
and skills nor affect the income level, as it only helps organize spending
and payments. The use of innovative technology in such societies does not
spur the economic growth, as the innovations used are mainly consum-
er-grade, and so: a) do not require any special education; b) do not change
the consumer’s social status; ¢) do not stimulate social growth; d) do not
generate further innovations. The use of information as an asset in this
case has virtually zero economic and social effect for such countries (yet
a significant economic effect is enjoyed by multinational corporations that
produce mobile and landline phones and by phone carriers).

As C. Perez argues, such state is to be expected in the context of the
cyclical growth of economic systems: each technological revolution, before
it can be considered such, goes through a maturity phase that can last for a
while, so many innovations do not get traction for a long time [21, p. 33].
Despite the obviously uneven distribution of modern innovations, they,
however, keep being generated, cementing global economic and socioinsti-
tutional imbalances.

The ideology of the modern world has nurtured a specific global climate
with the need for the constant, continuous generation of information, which
spreads from the field of innovations all over the areas of socioinstitutional
space; meanwhile, within the areas of regular operation of the subjects, it
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is fostered by the growing uncertainty that calls for the intensification of
information streams, when quality is replaced with quantity.

In response to the disablement of value-based filters, these processes
give rise to the information oversaturation (information glut) of the mod-
ern world, in which colossal volumes of unstructured information simply
wander in space, generating information surplus. C.G. Jung gave the fol-
lowing description of the current information state: “We have become rich
in knowledge, but poor in wisdom» [22, p. 9].

Today’s people live in the state of deep lack of internal personal confi-
dence and uncertainty in the outside world; humanistic ideals, put at the top
of the list, in effect do not overcome this socioinstitutional imbalance, but
instead make it worse, demonstrating individualism reduced to opportunism,
focused on the achievement of “humanism for the self,” thus downplaying
its fundamental objectivity. The overriding of objectivity expands to all areas
of social consciousness, whereas the information space becomes a platform
for fulfilling the motives of self-centered subjects who are driven by formally
humanistic maxims. That is why the modern world sees the development of
the unprecedented tension between the external and internal, between objec-
tive and subjective reality. The information space loses its principles of objec-
tivity and trustworthiness, since the subjects of interaction view information
as a tool for pursuing their own individualistic motivations.

Another controversial topic of the modern day covers the social trans-
formations that underpin the existence of a modern economic subject; its
operating activity is a continuous process of gathering and transmitting pro-
fessional and personal information within social media that become a basic
element of adaptation to the environment of an information-driven society,
specifically the need for the constant generation of innovative information.

The Pew Research Center, which monitors trends in the Internet activity
of Americans, reports significant diversity in the ways people use social
media for searching for information and interacting with others. The major-
ity of Americans say they get news from social media. Americans use social
media for professional purposes and for a mental break during work; for
looking for a job and talking to their colleagues [23]. Therefore, any infor-
mation need can be solved through social networks.

In view of the loss of trustworthiness in real communications, subjects
more often than not turn to virtual communication, becoming its victims
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and champions at the same time. Today, networks play a crucial role in the
emerging lack of personal freedom, their main threat lying in their being
actively used for astroturfing [24, p. 571-587] — the manipulation of pub-
lic opinion or creation of an artificial public opinion. So the specifics of
an information society show themselves in the contradiction between the
unlimited opportunities for getting the information that a person needs to
develop, and the destructive effect caused to the socioinstitutional space
by the content of information streams. The inconsistencies of the formal
humanism in an information society create conditions for an information
and humanitarian crisis — the crisis of the lack of freedom for a modern man
in the context of the unlimited influence of information.

The modern society confronted the humankind with the problem of
information surplus contrasted with the lack of its trustworthiness and
objectivity. While information was presented on printed media, it used to
be a relatively rare resource, and its trustworthiness used to be ensured by
public authorities, which were in charge of educational, scientific, technical
and information standards and disciplines. As soon as the Internet came to
be the primary source of information, the common availability was now
a benefit at the price of bias, opportunism and often fallacy, which, based
on experience, cannot be persecuted or at least prevented. According to a
recent sociological survey conducted in Ukraine (2017), the most popular
sources of information are the following: for 42% of respondents — national
TV channels, for 19% — online news websites; as for printed materials,
national press —3%, local press — 4% [25].

In 2017, the researchers at the Massachusetts Technological Univer-
sity undertook a study on the effect that the online encyclopedia Wikipe-
dia causes on scientific knowledge [26]. The study demonstrated that ideas
published in Wikipedia are now increasingly used in scientific literature:
the articles from the encyclopedia affect around each 300 words in relevant
magazine publications. The researchers concluded that, apart from Wiki-
pedia, any other online knowledge storage could increasingly influence the
problems outlines in scientific works.

At the same time, it bears noting that the knowledge provided in Wiki-
pedia is often of biased, controversial nature, sometimes outright erroneous.
This raises the question about the quality of the scientific knowledge that is
based on such information source.
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The classical motto of the Enlightenment, “Dare to know,” trust your
own knowledge, is getting transformed in the modern backdrop of the
increasing uncertainly of the economic, social and information spaces.
The trends in the development of information systems indicate that the
incoming information requires thorough verification, thus multiplying
transactional costs. Today’s information is often manipulative by nature,
whereby the complex system of unstructured messages manipulates the
consciousness of both economic agents and the society in general.

The major problem of today’s information systems is now to provide
the sociocultural, economic and political space with accurate information —
the true information that creates the environment for a communication bal-
ance, which means equal opportunities for the subjects of interaction and
the minimization of the asymmetry of the socioinstitutional space through
the use of the services of true professionals.

On the one hand, the system of economic connections is neutral towards
moral and ethical problems, since it does not cause any direct influence on
the processes behind the development of value-based reference points in a
person, but on the other hand, the system of economic interaction provides
the most vivid reflection of the institutional and value-based phenomena,
so for that reason exactly, when studying professionalism and its transfor-
mations, we analyze the deep-laid quality of the modern socioinstitutional
development and its context in terms of values.

4. Crisis of professionalism

Under current conditions, professionalism has been displaced from the
hierarchy of values, and this shows not only in the ethical aspect, but also in
the functional, qualification one. Let us point out the following factors for
the crisis of professionalism [27, p. 68-72]:

1. The modern information glut leads to the situation where the period
for processing and efficient use of information is getting shorter, whereas
the amount of incoming information is constantly growing. An increasing
number of professionals who are jointly called “knowledge workers”' have
to add numerous operations (both inherent and not inherent to their trade) to
their work, which significantly reduces productivity and creative potential.

I'A term coined in 1960s by Peter Drucker, a theorist of management, to describe intellectual
workers whose job is related to information processing.
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2. A modern professional remains in the strategic state of imbalance due
to the intensification of information asymmetry of the social space which
originates from the constant updating of professional requirements and
tasks of an average professional who is forced to take part in a permanent
chase of new information. In other words, to keep up with the changes, one
must acquire new professional information every 18 months. Back in the
Industrial Age, changes were slow, so the knowledge acquired at school
and during further education was valuable for a longer period of time. In the
Information Age, any knowledge tends to get outdated. What one learned
during the long education journey is important, but not as important as how
fast one can learn, change, and adapt to new information. In this context,
an absolutely logical question arises: how long, deep and efficient response
one can offer to the stream of complex structured, multidisciplinary infor-
mation arriving from outside?

3. The detachment of professionalism from the institutional environ-
ment of the middle class, which was largely due to global transformational
processes and the increasing social stratification. The ability to do highly
skilled work is what is most often named as the main objective criterion of
the middle class, apart from the income level. The Russian Public Opinion
Research Center conducted a survey in 2008, where respondents had to
name five characteristics of the middle class. Only 14% of them mentioned
that a member of the middle class should be a professional [28]. This means
that in the public consciousness, the connection between these highly
important institutions is damaged, which shifts the social value priorities.

4. The disruption of closed markets that used to be based on family
business involving the experience of many generations; this is due to the
socioinstitutional space being dominated by the ideology of short-term
effects, which is incompatible with becoming a true professional (either
from a functional or ethical perspective).

5. The expansion of the global labor migration, which is detrimental to
the principle of being of use at home, i.e. the fundamental importance of the
stability of a socioinstitutional environment for professional fulfillment and
growth. The institution of professionalism is equally deeply affected by the
global large-scale migration of low-qualified workforce with its attributive
and symbolic impact on the overall professional climate (the unwillingness
to work well, to be responsible for one’s work).
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Pursuing professional activities in today’s reality is associated with pro-
found value transformations of systemic quality. Nowadays, information
glut leads to the situation where the period for processing and efficient use
of information is getting shorter, whereas the amount of incoming informa-
tion is constantly growing.

This can only mean that under current conditions, the world is going
through a crisis of information combined with a crisis of professionalism.
Information requires to be organized in the system of professional knowl-
edge, yet its exponentially growing amount is wandering in space due to
the limited physical, mental and emotional abilities of professionals to
capture it. On the other hand, the processing of a colossal volume of infor-
mation impacts creative and professional performance. Still, the socio-
institutional space is badly in need of professional opinions and expert
knowledge.

According to the research results by IDC?, as of today less than 0.5% of
the entire globally available digital information has been processed. Despite
the rise of information security businesses, less than 20% information is
secure. By 2020, developing markets will have outperformed the developed
ones in the amount of generated data, yet information security will remain
at a low level, which will create additional risks [19].

The information surplus not only undermines established systems of
economic interaction, but also deform the subjects themselves, cripples
fundamental institutions underlying the society.

5. Monopolization of information

The problem of the oversaturation of the information space also has
another side of the coin, the monopolization of information. On the one
hand, for an average participant of an economic interaction the uncertainty,
risks, information asymmetry are constantly growing. On the other hand,
this drives the processes of accumulation and reallocation of information in
the system of supranational information giants. They have the information
strictly systemized and structured, as its obvious purpose is the establish-
ment of global regulation or even control.

! International Data Corporation (IDC) is a multinational research and consulting company founded
in 1964 whose primary business is studying the global market of information technology and tele-
communications.
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In April 2010, British cybersecurity experts announced that Apple
gadgets, such as iPhone and iPad, not only tracked the user’s location and
stored the location history, but also sent the systemized information over
to Apple. Google also records user information, such as search queries and
user’s IP addresses; text of emails; viewed and downloaded videos; user’s
geographic location; details of ads reviewed within Google’s advertising
network; details of friends in social media. In summer 2010, publications
came out reporting that Google systematized information about 75% of its
users, the information being private, such as preferences, personal mail,
search history, contacts. Over 2018, the global media network Facebook
was repeatedly involved in scandals related to the leakage of users’ per-
sonal details which were then provided to interested third parties for mod-
eling human behavior based on the evaluation of communication in social
networks.

In autumn 2017, the global network Facebook announced that users
must upload photographs of their faces in order to prove that they are live
people and not robots. Therefore, if prior to that communication via social
networks used to provide the benefit of anonymity, now it is about identifi-
cation and the outright gathering of personal information.

Another example of the monopoly of information is the attack on bank
secrecy and the global-level recording of financial information by FATF,
followed by the efforts against the usage of cash that are being undertaken
today across the globe. This means that given the ban on cash payments,
global financial regulation authorities will have the complete information
about the financial status, expenses, benefits, travels, marital status, cultural
background, etc. of any subject. Private life stops being qualified as such, as
it becomes accessible to a broad range of people and organizations. There-
fore, today we see the formation of the global monopolistic information
asymmetry as a special phenomenon. It develops in a networked informa-
tion economy through the active gathering and concentration of informa-
tion in the system of global information, financial, regulating operators;
along with the emergence of global centers of information power which,
by monopolizing the information space, exacerbate the uncertainty experi-
ences by regular participants of the information space.

The modern age is the age of big data which was made possible thanks
to the technology allowing to analyze huge amounts of data characterized
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by tremendous physical volume, high speed and diversity. Large by quantity
and unstructured by quality, information streams need to be integrated and
analyzed, and this gives rise to such business activity as data monetization —
earning by analyzing information in the context of specific tasks, usually
the optimization of business processes in order to boost the client’s profit.
Companies providing monetization services are in a certain sense informa-
tion monopolists, as they possess great amounts of confidential data on the
workflow management within the company they analyze. At the output, this
information can change the configuration of the client’s business operation
in any way, limited only by the professional ethics of the staff employed at
the data monetization company. Among the problems addressed by such
companies are sales growth, client retention, consumer anomaly detection,
network reach expansion, online advertisement, transaction identification
[29]. To analyze the client’s activity, they need access to accounting data,
CCTYV, employee monitoring systems, in-store consumer behavioral pat-
terns, etc. Using the latest technology, the acquired information is then cate-
gorized to record the history and create relevant company operation models,
etc. In reality, this translates into a partnership of a third-party professional
information monopolist who knows how to operate the acquired informa-
tion using state-of-the-art IT products with a client who has vast amounts of
information but is unable to utilize it efficiently.

The monopolization of information as part of the information asymme-
try in the new economics can also be observed in the cutting-edge digital
baking products. Let us quote McKinsey analysts who believe that today
we must make a “’no regrets’ move to prepare for a digital and data-driven
world” [30]. This world will benefit from a significant potential of per-
manent institutional changes potentially leading to bifurcating trends and
narrowing down the opportunities for the social space to adjust to these
processes, thus initiating profound transformations in the economic space.
In extreme cases, information surplus can lead to the complete demolition
of the fundamental structuring potential of institutions.

6. Conclusions
We define the evolution of information asymmetry as a logical and
historical process in which information asymmetry acquires new qualities
different from the initial information asymmetry that develops as a rela-
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tion between the known and unknown parts of human perception; through
objective and subjective information asymmetry that results from the insti-
tutionalization of professionalism, isolation of professional knowledge and
individualistic motives for the interaction of subjects; over to information
surplus which is an excess of information needed to make economic and
social decisions that overloads information channels, unbalances commu-
nication processes and gives reason for the increase in uncertainty and the
development of global and monopolistic information asymmetry emerging
from the concentration and monopolization of information by information
giants and accompanied by the exasperation of bureaucracy and direct
administration of economic and social processes both nationally and around
the globe.
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