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INTRODUCTION

Features of the development of the world economy, such as: the intensity
of interstate movement of goods, the development of international trade, the
globalization of the Internet and the evolution of IT technologies, as well as
the growth of health care costs and the aging of the population, all contribute
to the digital transformation of the health care system. The COVID-19
pandemic has shown the need to ensure the availability of vital drugs, the
introduction of remote retailing of drugs and the development of Internet
pharmacies (e-pharmacies). The advantages of e-commerce of medicines are
convenience for patients, the possibility of expanding the assortment and the
use of various mobile applications. Legislation has a significant influence on
the formation of the dynamics of the e-pharmacy market in Ukraine.

The purpose of the work was to review the regulatory and legal regulation
of electronic trade in medicinal products in Ukraine and EU countries.

Pharmacists have always been and are now those workers in the medical
field who provide primary medical care directly to the patient. But the remote
sale of medicines, including via the Internet, is already an absolute necessity
of reality. In response to this challenge, Ukraine adopted the Law of Ukraine
No. 904 dated 17.09.2020 "On Amendments to Article 19 of the Law of
Ukraine "On Medicinal Products" regarding electronic retailing of medicinal
products"2, which allows the remote sale of non-prescription drugs medicines.

1 The research was carried out within the framework of the international educational project
Erasmus+ Jean Monnet 101085257 — GoodPharma - ERASMUS-JM0O-2022-HEI-TCH-RSCH
"Good solutions for gaps in Pharmacy: in line with the European priorities"

2 [lpo BHeceHHs 3MiH g0 ctaTTi 19 3akomy Yxpaimm "Ilpo jikapchki 3acobu" momno
3MIfICHEHHS ENEeKTPOHHOI po3ApiOHOT TOpriBii Jikapcbkumu 3acobamu. Jlokyment 904-1X,
YUHHUH, NoTOYHA penakiis — [puitasarTa ix 17.09.2020
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However, based on the European experience, it is impossible to simply
apply the legal provisions of one country to another. Such a process requires
a comprehensive analysis of advantages and disadvantages, adaptation to the
local context and coordination with the national legal framework. An analysis
of the provisions regulating possible alternative forms of drug supply (non-
prescription drugs, prescription-only drugs, prescription drugs, and the sale of
drugs on the Internet) is presented in a new report by the World Health
Organization (WHO)3.

The consumer turns to the Internet primarily for information about
medicines. First of all, resources that provide the patient with useful, reliable,
up-to-date information are given priority. Next, the consumer will look for the
product he needs: where it can be purchased and how much it will cost (price
aggregators, pharmacy websites) and how to make it more convenient (mobile
applications, delivery services). These needs are provided, for example, by the
content resource "Compendium™ (https://compendium.com.ua/uk/) and the
drug search service in pharmacies "Tabletki.ua" (https://tabletki.ua).
Consulting companies predict that by 2024 the revenue of the global e-
pharmacy market will reach $52.51 billion. The market is expected to grow at
a CAGR of 11.57% during 2024-2028, leading to a projected market size of
$81.37 billion by 2028. The number of users is projected to grow to 30.92%
by 2028, with an average revenue per user of $28.69% In Ukraine, the share
of e-commerce in the field of pharmacy is estimated at 7.4%. Taking into
account the development of this direction, in 5 years this indicator may
increase to 15%?°. The development of e-pharmacies is an important factor for
sustainable development and adequate provision of medicines to the country's
population®.

1. Digital technologies in pharmacy: electronic pharmacy system
and European experience

In today's digital environment, personal data protection is one of the most

important issues, especially for e-pharmacies where sensitive medical

information is collected and processed. Ensuring the security of personal data

% The legal and regulatory framework for community pharmacies in the WHO European
Region. https://iris.who.int/bitstream/handle/10665/326394/9789289054249-eng. (marta
3BepHeHHs: 30.05.2024).

4 Statistics. Online Pharmacy — Worldwide. https://www.statista.com/outlook/nmo/digital-
health/digital-treatment-care/digital-care-management/online-pharmacy/worldwide (mara
3BepHeHHs: 30.05.2024).

® Omaifn-peanizaiis Ta JOCTaBKa JiKAPCHKUX 3aCO0iB: MEPCTIEKTHBH Ta TPaBUIA TPH.
Anteka Ne 25 (1296) 28 Yepsus 2021 p. https://www.apteka.ua/article/600010 (naTa 3BepHEHHS:
30.05.2024).

6 Jlyni6a €.B. AIMiHiCTpaTHBHO-TIPABOBE PETYJTFOBAHHS €IEKTPOHHOT TOPTiBIi JIiIKAPCHKUMH
3acobamu B Ykpaini. FOpuauunuii HaykoBuii exekTponHuii )kypHai. 2021. Ne2. C. 169-172. DOI:
10.32782/2524-0374/2021-2/39 (nata 3sepHenns: 30.05.2024).
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requires a comprehensive approach and the use of modern technologies. First
of all, Internet pharmacies must comply with the requirements for the storage
and processing of personal data established by the legislation on the protection
of personal data. This includes keeping data in a secure environment,
restricting access to this data to authorized persons only, and using encryption
technologies to protect information from unauthorized access. In addition, it
is important to establish mechanisms to control access to personal data so that
only authorized employees have access to confidential information. These
mechanisms may include the use of authentication systems with multi-level
identity verification, auditing of user actions to identify potentially suspicious
actions, and limiting access rights according to the principle of "least
privilege". Data security breach response procedures also include identifying
system weaknesses and remediating them, as well as training staff on data
security and incident prevention measures. Given the constant development
of technology and the increase in the number of cyber threats, the protection
of personal data in Internet pharmacies is an important component of
successful.

Data encryption in electronic pharmacy systems is an important measure
to ensure the security and confidentiality of information. The use of strong
encryption algorithms, such as AES (Advanced Encryption Standard) or RSA
(Rivest-Shamir-Adleman), allows you to reliably protect data from
unauthorized access’ 8. Encryption can be applied to various types of data,
including customer personal data, medical records, financial information and
other sensitive data. Proper management of encryption keys is also an
important component. Encryption keys must be stored in a secure location and
accessible only to authorized persons. Regular change of keys and periodic
updating of encryption algorithms allows you to maintain a high level of data
security. Encryption is also used to protect data during its transmission over
the Internet. The use of SSL/TLS protocols ensures data encryption between
the user and the server, which prevents interception and misuse of information
during transmission®. In addition, it is also important to implement
authentication and authorization mechanisms to control access to encrypted
data. The use of two-factor authentication, biometric technologies and other
methods of identity verification help prevent unauthorized access to sensitive
information. Therefore, data encryption makes it possible to ensure the safety

" Dworkin M., Sonmez Turan M. and Mouha N. Advanced Encryption Standard (AES),
Federal Inf. Process. Stds. (NIST FIPS), National Institute of Standards and Technology,
Gaithersburg, MD, 2023. URL: https://doi.org/10.6028/NIST.FIPS.197-upd1(date of access:
30.05.2024).

8 Rachmawati, D., & Munthe, Y. R. Implementation of Rivest Shamir Adleman
Cryptographic Algorithms and Techniques of Steganography First of File for Message Security.
Journal of Physics: Conference Series. 2018. Vol. 1090, No. 1, P. 012-062.

° Illo Take SSL/TLS Ta sk mpoamrpeiimutuca o sepcii TLS-mpotokomy 1.3. URL:
https://vps.ua/blog/ukr/ssl-tls-protocols-details/(nata 3Beprenns: 30.05.2024).
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and confidentiality of medical information and personal data of customers of
e-pharmacies. Since the introduction of online payment systems in e-
pharmacies, new requirements have appeared regarding the protection of
financial transactions and the confidentiality of financial information of
customers. One of the key aspects of the security of financial transactions is
the use of secure payment gateways and payment processing services. These
gateways ensure that financial data is encrypted as it travels over the network,
preventing attackers from intercepting sensitive information. An additional
security step is to introduce two-factor authentication to confirm the identity
of clients during ongoing financial transactions: via SMS notification with
confirmation codes or installation of mobile applications for generating one-
time passwords. Regular audits and security checks of payment systems allow
you to identify possible vulnerabilities and risks and take measures to
eliminate them in time. In addition, it is important to provide customers with
information on payment security and recommendations for protecting their
financial data when using e-pharmacy services. The security of financial
transactions in electronic pharmacy systems requires a comprehensive
approach, which includes the use of secure payment gateways, the
implementation of two-factor authentication and systematic security audits to
ensure reliability and trust when conducting financial transactions in e-
pharmacies. The main purpose of the audit is to ensure compliance of the
security system with the requirements of standards and legal norms, identify
and assess threats to information security, evaluate the effectiveness of
security measures and develop recommendations for further security
improvement. In the security audit process, it is important to check the
availability and effectiveness of applied technical, organizational and
procedural security measures: system access, data encryption, use of anti-virus
software, control of access to financial transactions, etc. During the audit,
special attention is paid to the identification of possible security threats and
risks. This could be the loss or leakage of confidential information,
unauthorized access to the system, attacks by attackers and other similar
scenarios. After the security audit is completed, a report is generated that
records the identified problems, shortcomings and recommendations for
improving the security system. This report allows system administrators and
e-pharmacy management to be aware of potential risks and take the necessary
measures to improve security and information protection?®,

The privacy and security policy is a key element of Internet pharmacies
and their interaction with customers. First of all, the privacy policy should
define what types of information are considered confidential and personal.

0 Kuzma Joanne, Dobson Kate, Robinson Andrew. An Examination of Privacy Policies of
Global On-line E-pharmacies. European Journal of Research and Reflection in Management
Sciences. 2016. No 4. 23-28.
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This may include personal customer information (such as name, address,
phone number, email, health information, etc.), financial information, medical
records, and any other sensitive information. The rules and procedures for
storing and processing confidential information include technical protection
measures (for example, data encryption, access control, regular security
audits), organizational measures (for example, mandatory training of
personnel on data security, establishment of information access policies) and
procedural measures (eg access rights management, use of secure data transfer
methods). Also, an important component of the policy is the regular review
and updating of privacy and security provisions so that they meet current
standards and requirements. In addition, it is important to provide information
to customers about privacy and security policies so that they have a clear
understanding of how their data is handled and protected. This contributes to
maintaining the trust of customers and creating a positive impression of
working with an e-pharmacy?*.

Each country has its own laws, rules and regulations governing the
advertising of medicines on the Internet. For example, in the USA, such
legislation includes the Federal Food, Drug, and Cosmetic Act (FD&C Act),
which regulates the advertising of drugs and requires their authenticity and
safety'?. In the European Union, Directive 2001/83/EC is in force, which sets
requirements for the advertising of medical products, including advertising on
the Internet. These requirements include the mandatory registration of
advertising before its start, the prohibition of the use of certain words or terms
that may mislead consumers, as well as the obligation to indicate the source
of information about the drug. «Shall encourage the rational use of the
medicinal product, by presenting it objectively and without exaggerating its
properties»®, It is also prohibited to provide medical advice without
appropriate qualifications. State control bodies supervise compliance with the
rules for advertising medicines on the Internet. In case of violations, various
sanctions may be applied, including fines, removal of advertising or
revocation of the license to advertise a certain drug. The development and
implementation of common standards and approaches contributes to the
provision of a unified and effective system of control over drug advertising on
an international scale.

1 Quo Matters. Supply Chain. Internet Pharmacies are an Often-Overlooked Part of the
Medicines Supply Chain. May 23, 2023. URL.: https://qualitymatters.usp.org/(date of access:
30.05.2024).

12 Federal Food, Drug, and Cosmetic Act. URL: https://www.fda.gov/regulatory-
information/laws-enforced-fda/federal-food-drug-and-cosmetic-act-fdc-act (date of access:
30.05.2024).

13 Directive 2001/83/EC. URL: https://eur-lex.europa.eu/legal-content/en/
TXT/?2uri=CELEX%3A32001L0083 (date of access: 30.05.2024).
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Licensing of advertising activities is an important stage in ensuring control
over advertising of medicines on the Internet. State control bodies establish
requirements for obtaining a license to conduct advertising campaigns for
medicinal products. The requirements include the presentation of evidence
about the effectiveness and safety of the advertised means, compliance of
information on advertising materials with scientific data, compliance with
requirements for objectivity and reliability of information. Before starting an
advertising campaign on the Internet, the advertiser must go through the
procedure of registration of advertising materials: submit an application for
registration, present advertising materials for assessment of their compliance
with legislation and control requirements. Registration enables regulatory
bodies to keep records of advertising, monitor compliance with the rules, and
take action in case of detection of unreliable or incorrect advertising. Legal
norms establish requirements for the content and form of advertising materials
for medicines on the Internet. Information for consumers includes the name
of the drug, composition, action, indications and contraindications, dosage,
side effects and other important data that can be useful for making an informed
decision about the purchase and use of drugs. It is prohibited to make promises
and guarantees that may create a false impression of the drug's effectiveness
or safety in drug advertising. Licensing and registration of advertising
materials imposes responsibility on the advertiser for compliance with legal
norms and requirements for advertising medicines on the Internet. Failure to
comply may result in fines, revocation of license, removal of advertisements
and other sanctions by regulatory authorities. In virtual pharmacies and on the
websites of drug advertisers, it is necessary to ensure that the information
provided in the advertisement corresponds to the valid properties of the
product. State control bodies have the right to take measures to stop and
prevent wrongful claims in the advertising of medicines on the Internet:
demand correction of false information, remove advertising, impose fines or
sanctions on advertisers who have violated the rules. Some countries may
make it mandatory to consult a specialist before purchasing certain medicines,
especially if they require a prescription. This contributes to the correct use of
medicines and reducing the risk of negative consequences for the health of
consumers.

Access to non-prescription medicines is based on the combined action of
two regulatory norms: the existence of a monopoly on the dispensing of non-
prescription medicines in a pharmacy and the classification of medicines. In
Austria, France, Belgium, Greece, Lithuania, Latvia, Estonia, Slovakia,
Luxembourg, Cyprus and Malta, over-the-counter medicines can only be sold
in pharmacies. Nicotine replacement therapy products can be purchased over
the counter in Finland. The rules for the sale of herbal and homeopathic
remedies differ. In some EU countries (notably Bulgaria, Croatia, Germany,
Portugal, Romania and Switzerland), a small range of medicines is available
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for retail sale outside pharmacies under certain conditions, but without strict
market regulation®4,

Drug classification is usually based on a risk assessment that takes into
account scientific evidence, as well as local health care system, literacy and
culture factors that affect the potential use of over-the-counter drugs.

For example, in Switzerland there are five categories of drugs:

— A -—only on prescription in a pharmacy;

— B -on the basis of a repeat prescription in the pharmacy;

—  C—without a prescription in the pharmacy;

— D —without a prescription in a pharmacy or non-pharmacy outlets;

—  E-—available in non-pharmacy outlets.

The classification may or may not include the ability or impossibility for
patients to choose medication independently, or certain restrictions, such as
age as in Denmark, or requirements for the premises where the medication can
be obtained (especially if the country has not granted a monopoly to
pharmacies)*®.

In a very few countries, such as the Netherlands and Switzerland, medical
professionals called "drug specialists” (drogists and
droguistes/drogisten/droghisti, respectively) have the right to dispense over-
the-counter medicines after undergoing special professional training.

If pharmacies have a monopoly on dispensing drugs, regulators may define
the following classification for over-the-counter drugs:

— medicines that can be displayed for free access to them by buyers in the
pharmacy sales hall;

— medicines that can be displayed in an area available for inspection by
customers, but which can be obtained only from a pharmacy employee after
providing advice on their use;

— medicines that cannot be displayed in the area available for inspection
by customers, but which can be obtained from a pharmacy employee without
a doctor's prescription after providing advice on the use of medicines
(pharmacist-only medicines).

In situations where a pharmacy does not have a monopoly on dispensing
drugs, regulators can limit access to over-the-counter drugs by defining the
following:

14 Oleszkiewicz, P., Krysinski, J., Religioni, U., & Merks, P. Access to medicines via non-
pharmacy outlets in European countries — a review of regulations and the influence on the self-
medication phenomenon. In Healthcare. 2021. Vol. 9, No. 2, P. 123. DOI:10.3390/
healthcare9020123 (date of access: 30.05.2024).

15 The legal and regulatory framework for community pharmacies in the WHO European
Region. World Health  Organization. Regional Office for  Europe. URL:
https://dokumen.tips/documents/the-legal-and-regulatory-framework-for-community-
pharmacies-in-2020-3-22-of .html?page=48 (date of access: 30.05.2024).
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— is it possible to sell over-the-counter drugs in any premises or does the
relevant person/institution have to have a permit for this from authorities (for
example, drug specialists);

— categories of over-the-counter drugs that can be sold to all customers or
only to customers who are 18 years of age (or older).

It is worth noting that the Council of Europe has long expressed concerns
about the conditions for the provision of medicines and the harmonization of
national legislation. The ability to purchase drugs with or without a
prescription has implications for patient safety, patient drug availability, and
responsible health care cost management.

Deciding on the prescription status and accompanying conditions of
supply is one of the main areas of competence of national health authorities.
In the member states of the Council of Europe, the conditions for the supply
of medicines differ to a large extent, since the provisions are interpreted and
implemented differently by the countries, and important additional
classification criteria are not harmonized.

It should be noted that a critical situation of uncontrolled dispensing of
drugs exists in Ukraine now, since prescription drugs can be purchased
without a prescription in pharmacies, which is partly due to the state of war in
the country. Sometimes even pharmacists can advise and dispense such drugs
to the patient. This is a clear example of a situation where a legal norm exists,
but is not implemented. The solution to this problem can only be the
introduction of an electronic prescription for all prescription drugs. In the
European region, the sale of over-the-counter drugs via the Internet began to
develop around the year 2000. For example, in Sweden it has been allowed
since 2002, and in Ireland and Spain — since 20062,

The sale of some medicines on the Internet is allowed by Directive
2011/62/EU in the EU. «Patients should only buy medicines from online
retailers registered with the national competent authorities in the EU Member
States, to reduce the risk of buying sub-standard or falsified medicinesy». The
European Commission has introduced a common logo that appears on the
websites of these registered retailers.At the same time, some countries have
allowed online sales of prescription drugs, including Germany, Finland,
Switzerland, Sweden and Estonia. It is clear that it is advisable to introduce
an electronic prescription at the state level. However, public health
considerations, economic and social factors should be taken into account,
including factors such as: technical implementation of regulation of online
sales; technical capabilities for monitoring compliance with regulatory
requirements; potential risks for the existing pharmacy segment and its further
development. Economic factors to consider include: the potential loss of

16 Ipomax Jikapchkux 3acobiB uepes iHTEpHET — eBpomeiichkuii mocBin/ Anteka online,
15.02.2021. URL: https://www.apteka.ua/article/583752 (nata 3Beprenns: 30.05.2024).
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government revenue from pharmacy taxes due to reduced turnover if foreign
pharmacies are allowed to enter the market; potential job losses due to the
concomitant closure of pharmacies; potential risks for national drug
manufacturers, especially over-the-counter drugs. The number of social
factors includes: the risks of selling falsified drugs and drugs of insufficient
quality; access to prescription drugs without a doctor's prescription; risks to
the patient's safety from illegally operating pharmacies and the impossibility
of obtaining advice on the use of medicines; limited access to medicines in the
event of an emergency due to a reduction in the density of the territorial
distribution of pharmacies.

Forwarding prescription drugs is allowed, for example, in Germany.
However, the potential risks to pharmacies and the healthcare system are
predicted to be high. The share of online drug sales is increasing in the German
market, but the number of pharmacies is decreasing. Importantly, when an
online pharmacy dispenses medication to a patient registered in another
country or jurisdiction other than its own country of registration, where it
operates, it must generally comply with the laws of both jurisdictions. For
example, it is the online pharmacy that is obliged to make sure that a specific
drug is allowed to be sold on the market in both countries. Therefore, some
countries are removing drugs from online sales. In Northern Ireland in
particular, some prescription drugs are prohibited from being sold over the
internet, even with a valid prescription. In countries that allow the sale of
medicines online, this type of activity requires the permission of the sale’s
regulatory authority. This practice is characteristic of Germany, France,
Switzerland and Estonia. Permits or regulatory notices may be subject to a fee
and valid for a limited period (e.g. in Ireland €160 for 12 months).

Most of the requirements for dispensing and sending medications over the
Internet are similar to those that apply to regular dispensing. However, there
are a number of tools available to help patients identify legitimate and
authorized online pharmacies. The list of registers of online medicine retailers
is available on the website of the European Medicines Agency at
https://www.ema.europa.eu/en/human-regulatory-overview. Each of the EU
Member States, as well as Iceland, Norway and Liechtenstein, which are EEA
Member States, provide their own list of authorized online pharmacies, which
is kept up-to-date on its website. At the time of our visit (05/29/2024), only
the website of Liechtenstein was unavailable. The lists are given in the
language adopted in the country, in some cases in two languages: in Belgium —
Dutch and French, in Cyprus — Greek and English. It is important to use a
specially designed logo to confirm the legitimacy of the chosen online
pharmacy. The legal basis for the generic logo is set out in European
Commission Directive 2001/83/EC as amended by Directive 2011/62/EU on
falsified medicinal products for human use and Implementing Regulation
699/2014 of 24 June 2014. All online drug stores registered in the EU must
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have a logo. If you click on the logo, it will appear on the websites of all
registered online stores. By clicking on the logo, you can go to the list of
retailers in the country whose flag is displayed on the logo®’.

In addition to the general rules for purchasing medicines online, countries
are introducing additional requirements. Thus, in France, sales should not
exceed a monthly course of treatment, taking into account the recommended
dose, or a full course of treatment for acute diseases. Consultation with a
pharmacist is also necessary. In France, medications are not allowed to be
dispensed unless the patient has access to a one-on-one consultation with a
pharmacist, so this consultation cannot be done via voicemail. In most
countries, pharmacies must be willing to provide advice after the medicine has
been dispensed (usually after the patient has received the medicine). There are
packaging requirements for drug delivery. Special requirements may be
established so that the delivery does not affect the quality or effectiveness of
the medicine, for example, the name of the person who ordered the drug, the
order number, the name and contact information of the pharmacy, the business
name of the license holder, the name of the person who checked the contents
of the package, etc. Thus, in Belgium, there is a requirement to apply the
following information to the medicine and put it together with it in the
package: labeling of the medicine; information about the pharmacy; a warning
that medicines cannot be returned (except for defective ones); a list of
pharmaceutical care services after discharge; any information necessary for
the responsible use of medicines. The package must contain a warning that the
drug cannot be used if the package does not correspond to the order, if it is
opened or damaged, or when there is a possibility that the drug may be
defective. In addition, information on storage conditions, place of delivery,
deadline for delivery and order number should be provided, as well as a
reminder of the need to read the instructions. The sending pharmacy remains
responsible for the medication until delivery is complete. The parcel is
delivered to the recipient upon presentation of an identity document. Some
countries set a standard (maximum) delivery time, usually 2—3 working days.
In many countries, pharmacies are required to maintain their own website
containing contact and registration details of the establishment, as well as
information about the drug, trade name and international nonproprietary name
of the drug, therapeutic indications, dosage form and number of dosage units,
a link to the European Medicines summary of product characteristics Agency,
photographs of packaging with the same image size for all drugs and,
necessarily, the price of the drug and delivery fee. In France, at the regulatory
level, it is stipulated that patients must have access to the “Personal Account”

7 Buying medicines online. URL: https://www.ema.europa.eu/en/human-regulatory-
overview/public-health-threats/falsified-medicines-overview/buying-medicines-online (date of
access: 30.05.2024).
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— a section where data on all pre-orders and correspondence with pharmacists
is stored. To create such an account, the patient must provide his full name,
date of birth and email address. French pharmacies are also required to request
specific patient data to approve each order and dispense a medicine. Data are
collected using an online questionnaire, which includes age, weight, height,
gender, current treatment, allergies, contraindications and, where appropriate,
information about pregnancy or breastfeeding. In addition, in France, the
patient can print out all correspondence with the pharmacist. The website
domain name must not be promotional in nature, misleading to the patient as
to its content, or whimsical.

The International Pharmaceutical Federation (FIP) conducted a global
survey of opportunities for the sale of medicines over the Internet, which
covered 73 countries and territories. Prescription drugs were found to be
available online on the websites of conventional (physical) community
pharmacies in 16 countries, and non-prescription drugs in 14 countries.
Prescription drugs are available online and are not limited to physical
community pharmacy websites in 11 countries, over-the-counter drugs — in
29 countries. Prescription medicines are not available/banned for online sale
in 46 countries and over-the-counter medicines in 30 countries. «Some EU
countries allow it, but some do not».

Today, e-pharmacies operate not only in most European countries, but also
in the countries of North America (USA, Canada), the Asia-Pacific region
(China, India, Japan, Australia). The e-pharmacy market is expected to be
valued at USD 136,160.27 million in 2026.

2. Organizational and legal regulation of electronic trade
in medicines in Ukraine: problems and prospects
for the development of Internet pharmacies

Providing the population with medicines and increasing the level of their
availability in Ukraine are integral components of the state policy in the field
of health care, which is aimed at creating a patient-oriented system, as
implemented in developed European countries. E-pharmacies offer comfort
and accessibility, because a person only needs to place an order for medicines,
and the e-pharmacy takes care of everything else, including the delivery of the
order. In addition, e-pharmacies can offer customers some services that
encourage people to use this method of purchasing drugs. These can be online
pharmacist services, data on drug interactions, a list of symptoms, data on less
expensive substitutes. The availability of such information enables the buyer
to improve his choice.

The increase in the number of Internet users, expanded access to Internet
services, the development of electronic commerce contributed to the
introduction of electronic trade in medicines in the world, and also laid the
foundations for the introduction of such trade in Ukraine.
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In Ukraine, attempts have already been made to introduce remote trade
and the sale of medicines using the Internet. In particular, the Order of the
Ministry of Economy of Ukraine No. 103 dated 04/19/2007 "On approval of
the Rules for the sale of goods to order and outside trade or office premises"
approved the rules for the sale of goods to order and outside trade or office
premises, which applied to business entities in the field trade, regardless of
the forms of ownership, which are registered in accordance with the
established procedure. In clause 1.3. of these rules, it was noted that the range
of goods sold to order and outside of retail or office premises is determined
by the business entity independently, except for goods whose sale is
prohibited by law. A business entity that sells goods to order and outside of
retail or office premises must obtain appropriate permits (licenses, trade
patent, etc.)®. According to the Letter of the State Service of Ukraine on
Regulatory Policy and Entrepreneurship Development No. 196/0/20-14 dated
11.01.2014, retail trade carried out by mail order firms or via the Internet
includes retail trade activities when the buyer carries out his choice, based on
advertisements, catalogs, website information or any other promotional
products, and makes an order by mail, telephone or via the Internet'®. Based
on the understanding of the interpretation of the concept of "medicines"
contained in the Law of Ukraine "On Medicinal Products" we can state the
fact that electronic retail trade of medicines in a certain format already existed
in Ukraine. According to the Law of Ukraine "On Medicinal Products"”, "a
medicinal product is any substance or combination of substances (one or more
APIs and excipients) that has properties and is intended for the treatment or
prevention of diseases in humans, or any substance or a combination of
substances (one or more APIs and excipients) that may be intended to prevent
pregnancy, restore, correct, or alter physiological functions in humans by
exerting a pharmacological, immunological, or metabolic action, or to
establish a medical diagnosis. Medicinal products include: API, products in
bulk; finished medicines (LP); homeopathic remedies; means used to detect
pathogens, as well as fight against pathogens or parasites; medicinal cosmetics
and medicinal additives to food products"?’. However, with the adoption of
the Law of Ukraine "On Licensing of Types of Economic Activities", and later
also in the Licensing Conditions for conducting economic activities for the

18 TIpo satBepaxenns [IpaBuii Npojaxy TOBApiB HAa 3aMOBJEHHS Ta 1103d TOPTrOBEILHUMU
260 odicanmu npumimeHHsME. {okymenT z1181-07, unHHMi, moTOYHA penakiis — Pemaxmis Big
02.10.2020, migcraBa — z0905-20 URL: https://zakon.rada.gov.ua/laws/show/z1181-07#Text
(mara 3BepHeHHs: 30.05.2024).

¥ 1lono 3niticHenns Toprisii yepes intepuer-marasun/ Jloxyment v0196773-14, notouna
penaxuis — Ipwitnarrs Bin 11.01.2014 URL: https://zakon.rada.gov.ua/rada/show/v0196773-
14#Text (nara 3seprenns: 30.05.2024).

2 3akon Vkpainu “IIpo sikapchki 3aco6u”. Jlokyment 2469-1X, unnnuii, Penakiis Bin
17.09.2023, mixcraBa — 3345-1X URL: https://zakon.rada.gov.ua/laws/show/2469-20#Text (nata
3BepHeHHs: 29.05.2024).
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production of medicines, wholesale and retail trade of medicines, import of
medicines (except for active pharmaceutical ingredients), approved by the
Resolution of the Cabinet of Ministers of Ukraine according to No. 929 dated
30.11.2016, distance trade in medicines was declared prohibited, and trade
was allowed exclusively through pharmacies [23].

However, the COVID-19 pandemic became the impetus for a new attempt
to introduce electronic trade in medicines in Ukraine. The first changes in the
direction of electronic trade in medicines were implemented by the Resolution
of the Cabinet of Ministers of Ukraine No. 220 dated 23.03.2020 "On
Amendments to the Licensing Conditions for Conducting Business Activities
for the Production of Medicines, Wholesale and Retail Trade of Medicines,
and the Import of Medicines (except active pharmaceutical ingredients)”.
However, the effect of this Decree did not extend to a significant part of drugs,
in particular, prescription drugs. The next step was taken with the adoption of
the Law of Ukraine No. 904-1X dated 17.09.2020 "On Amendments to
Acrticle 19 of the Law of Ukraine "On Medicinal Products”, which established
the legal regulation of electronic trade in medicinal products in Ukraine,
giving the right to business entities, which have a license for the retail trade
of medicinal products, to introduce e-pharmacies on the territory of Ukraine.
The purpose of the adoption of this Law was to regulate legal relations in the
field of distance trading of medicines and to ensure the protection of the end
consumer from such risks as: non-compliance with the conditions of storage
and transportation of medicines; violation of the drug circulation procedure,
including the possibility of low-quality or falsified drugs reaching the patient;
increase in the percentage of cases of self-treatment; lack of proper
pharmaceutical care in relation to the consumer; uncontrolled and illegal
intervention of conditional services and third parties in the process of drug
delivery, who do not have the right to carry it out in Ukraine. However, the
Law of Ukraine No. 904-1X dated September 17, 2020 does not refer to
"electronic wholesale". Law of Ukraine No. 904-1X dated September 17, 2020
stipulates that in order to carry out electronic trade in medicines in Ukraine,
economic entities must obtain a license for the retail trade of medicines and
be included in the List of economic entities entitled to carry out electronic
retail trade Such a list must be formed by the State Service of Ukraine for
Medicinal Products and Drug Control (Derzhliksluzhba) and posted on the
official website of this body with further maintenance and entry of information
about such business entities, in particular: name of the business entity;
addresses of the location and place of activity (with an indication of the
pharmacies from which the medicine is delivered); the dates of the start of
activities in the electronic retail trade of medicines; website addresses used for
these purposes; electronic medical information system used for these purposes
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(if available)?*. In accordance with the Law of Ukraine "On Medicinal
Products"”, the procedure for the electronic retail trade of medicines and their
delivery to consumers is determined by the Licensing conditions for the
conduct of economic activity in the retail trade of medicines. According to
these conditions, entities that have a license to carry out business activities in
the retail trade of medicines can carry out electronic retail trade, as well as
organize the delivery of medicines to the end consumer. Prior to this, the Law
of Ukraine No. 904-1X dated September 17, 2020 “On introducing changes to
Acrticle 19 of the Law of Ukraine "On Medicinal Products” stipulates that the
subject of state control is the implementation of electronic trading for any
medical purpose, you can create your own web site for electronic commerce.
On such a site, in addition to the assortment of trademarks, there should be
information about the contact details of the authorized service as a licensing
body that controls product quality, as well as a logo that is displayed on the
site and makes a reference to the page of the List of business entities that have
the right to establish electronic distribution of goods, The peculiarity of the
functioning of such a site also means that you can do without consulting a
pharmacist during treatment. This provision of the Law has caused a lot of
controversy due to the fact that often in Ukraine a pharmacist is a
representative of a pharmaceutical distribution company and receives a large
share of the sale of such products. The Law of Ukraine dated September 17,
2020 No. 904-IX “On Amendments to Article 19 of the Law of Ukraine "On
Medicinal Products" defines medicines that are not subject to electronic retail
trade, in particular: medicines that are dispensed to citizens according to
doctors’ prescriptions (with the exception of -recipe); medicines, the
distribution of which, in accordance with the law, is carried out with a license
to carry out activities related to the circulation of narcotic drugs, psychotropic
substances and precursors; potent, poisonous, radioactive and
immunobiological drugs. This Law also states that an important and
mandatory condition for an enterprise engaged in e-commerce of medicines is
the presence of its own delivery service or a concluded delivery agreement
with delivery services, which during delivery will be able to ensure
compliance with the storage conditions of medicines. This Law establishes
that it is the enterprise that has a license to carry out business activities in the
field of retail trade in medicines that is responsible to the end consumer for
maintaining the quality of the medicine and compliance with the storage
conditions determined by the manufacturer to the end consumer, including

2 TlocranoBa KMY «Ilpo BHeceHHs 3MiH 10 JIiIEH3IHHUX yMOB INPOBAIKCHHSI
TOCTOIAPCHKOT TiSITBHOCTI 3 BUPOOHHIITBA JIKAPCHKUX 3ac00iB, ONTOBOI Ta po3ApiOHOT TopriBmi
JKapChKMMHU 3aC00aMH, IMIIOPTY JIKapchKMX 3aco0iB (KpiM aKTHBHHX (DapMaleBTHYHHX
inrpenientiB)». Jlokyment 809-2023-m, uuHHMI, moTOYHa pexakmis — IlpuiHATTA BiX
04.08.2023. URL: https://zakon.rada.gov.ua/laws/show/809-2023-%D0%BF#Text  (nara
3BepHeHHs: 29.05.2024).
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when delivering the medicine sold remotely. A licensee conducting electronic
retail trade of medicines must ensure protection and non-disclosure of
confidential information, in particular personal data of medicine customers, in
accordance with the Law of Ukraine "On the Protection of Personal Data"??.

In the 2024 year, the Law of Ukraine dated September 17, 2020
No. 904-1X State Service of Ukraine has been developed and submitted to a
large-scale discussion of the draft resolution to the Cabinet of Ministers of
Ukraine “On making changes to the License Many minds promote
government activity from the production of medicinal products, wholesale and
retail trade medicinal products, import of medicinal products (except active
pharmaceutical ingredients)”?® The purpose of this project is to improve the
requirements for providing the population with medicines and related goods
using information and communication systems remotely (electronic retail
trade of medicines), delivery of medicines to the end consumer. The
requirements for electronic retail trade of medicinal products and their
delivery to consumers are also being improved, in particular for the website
of the licensee that has the right to carry out electronic retail trade of medicinal
products. In particular, it is proposed to establish that a licensee who has the
right to carry out retail trade in medicinal products may dispense medicinal
products from pharmacies and their structural subdivisions upon the prior
order of the consumer. The draft Resolution stipulates that the posting of
offers for the sale of medicinal products based on the consumer's prior order
may be carried out exclusively on the website of the licensee, which has the
right to carry out electronic retail trade of medicinal products, and information
about such a website is included in the List of business entities, which have
the right to carry out electronic retail trade of medicinal products.

In addition, it is proposed to establish that the website, information about
which is available in the List of business entities entitled to carry out electronic
retail trade of medicinal products, can be used by several licensees for the
organization of electronic retail trade of medicinal products. The draft
Resolution regulates the procedure for placing information on the website,
which is used to carry out electronic retail trade of medicinal products to
licensees, including regarding the services of pre-ordering medicinal products
by the consumer.

22 3axon VYkpainu «IIpo 3axucT mepcoHambHMX Aanux» Jokyment 2297-VI, uunHuii,
nmotouyHa pepakuiss — Pemakmis  Bim  27.04.2024, mipncraBa —  3585-1X  URL:
https://zakon.rada.gov.ua/laws/show/2297-17#Text (nara 38epHeHHs: 29.05.2024).

23 22. Tlpoext nocranosu KMY «IIpo BHecenHs 3Min 10 JlieH3iHHUX YMOB TIPOBaKEHHS
TOCIIOJAPCHKOI TisIBHOCTI 3 BUPOOHUIITBA JIIKAPCHKHX 3ac00iB, ONTOBOI Ta Po3ApiOHOI TOpPTiBIIi
JKapChKMMHU 3aC00aMH, IMIIOPTY JIKapchKMX 3aco0iB (KpiM aKTHBHHX (DapMaleBTHYHHX
iHrpenienTis)» OnyoOmikoBano 18.04.2024 o 16:00. URL: https://www.dls.gov.ua/projects_reg
acts/IPOEKT-NIOCTAaHOBH-KabiHeTy-MiHiCTpiB-12/(naTa 3BepHeHHs: 30.05.2024).
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In accordance with this project, in order to obtain a license for the
electronic retail trade of medicinal products, the business entity must provide
information on the availability of the material and technical base and qualified
personnel necessary for conducting business activities in the electronic retail
trade of medicinal products, a copy of the contract with the postal operator on
the delivery of medicinal products to the final consumer, a copy of the
agreement on the use of the website of the licensee who has the right to carry
out electronic retail trade of medicinal products and information about which
is included in the List of business entities entitled to carry out electronic retail
trade of medicinal products (in the case absence of own website).

In order to organize and carry out the electronic retail trade of medicines,
the licensee is obliged to approve written standard working methods (standard
operating procedures), which describe, in particular, work on receiving,
registering, forming, storing, delivering orders for medicines, providing
consultations, and as well as dispensing medicines to the end user. Also, the
licensee is obliged to ensure compliance with these rules. In order to organize
the electronic retail trade of medicines, the licensee appoints at least one
person who accepts and completes orders, provides advice when ordering
medicines through the website. The person(s) entrusted by the business entity
with the responsibilities of accepting, filling drug orders, and providing advice
when ordering a drug must be in employment with the licensee and meet the
qualification requirements.

The licensee provides initial and periodic training of its personnel, who are
involved in the processes of organization and implementation of electronic
retail trade of medicines in accordance with the duties of the personnel. At the
request of the consumer during the acceptance and completion of the order of
medicines, the responsible person is obliged to provide appropriate advice, to
inform the consumer about the indications for the use of the medicine ordered
by the consumer, its retail price, expiration date, conditions of release, storage
conditions, interaction with other drugs, analogues within one international
non-proprietary name of drugs, return conditions, payment conditions,
delivery conditions. The formed order is packed by an employee of the
licensee in transport packaging, which must ensure the protection of
medicines from external influences and the storage conditions of medicines
specified by the manufacturer, during their transportation with the possibility
of monitoring unauthorized interference with the transport packaging. In the
event that medicines require different conditions of storage and/or delivery,
such medicines are packed in different transport packages. The delivery of the
ordered medicines is carried out by the licensee exclusively from the
pharmacy establishment of such a licensee, information about which is
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available in the List of business entities entitled to carry out electronic retail
trade of medicines?.

The customer has the right to refuse the delivered medicines upon receipt
and has the right to demand a refund from the licensee who sold such
medicines in the event of: damage to the primary and/or secondary packaging
of the medicine; the expiration date of the medicinal product has expired; a
ban on the sale and use of medicines has been published by the authorized
body; the delivered order does not correspond to the ordered quantity or
composition, name, dosage, release form, price. The consumer has the right to
return it to the licensee’s delivery service employee who made the delivery,
without paying for the delivered goods and/or delivery services and/or to
demand proper execution of the order.

The development of e-pharmacies in Ukraine has its own problems and
prospects. The study of the state of e-pharmacies by the digital agency
UAMASTER showed that the number of Ukrainians who started ordering
medicines online doubled in 2020.This is obviously due to the COVID-19
pandemic. Currently, more than 40% of customers of pharmacy chains place
orders on the Internet, and their number is increasing. UAMASTER
investigated online pharmacies in Ukraine from February to April 2021 using
the SimilarWeb service. The traffic leader was "Social Pharmacy"
(https://1sa.com.ua/) with 4.9 million sessions per month. The second place in
this period was held by "Apteka dobroho dnya") with an indicator of
4.2 million sessions per month. "Apteka 911" (https://apteka911.ua/) in terms
of the number of sessions it took the third position in the category with an
indicator of 3.8 million sessions per month, although it was during this period
that it changed the domain zone. The leader among price aggregators by all
indicators was tabletki.ua: more than 6 million sessions per month, session
duration 4:57 minutes and 6.86 page visits per session. YouTube is the most
popular social network for attracting traffic: liki24.com receives 67.15% of its
traffic from YouTube, 14.95% from Facebook, 11.30% from Vkontakte and
6.6% from other sources; tabletki.ua receives 54.73% of referral traffic from
YouTube, 17.93% from Facebook, 6.42% from Vkontakte, the rest from
others?,

In many localities in Ukraine, the number of traditional pharmacy stores
is important, as they offer a wide range of products and services. This may be
the reason for high competition for e-pharmacies. Traditional pharmacy

2 3akon Ykpainn «IIpo 3ateepmxenns JlineH3iilHUX yMOB TPOBaJKEHHS TOCTIONAPCHKOT
JUSIBHOCTI 3 BUPOOHHMITBA JIIKAPCHKHX 3aC00iB, ONTOBOI Ta PO3APiOHOI TOPTiBII JIIKAPCHKUMU
3ac00aMy, IMIOPTY JIKAPCHKUX 3ac00iB (KpIM aKTHBHHUX (hapMalleBTHYHUX IHTPEIIEHTIBY» Bil
30.11.2016. URL: https://zakon.rada.gov.ua/laws/show/929-2016-%D0%BF#Text  (mara
3BepHeHHs: 30.05.2024).

% Jlocmimxenns ~ YAMACTEP:  imTepmer-anteku y 2021  pomi.  URL:
https://blog.uamaster.com/research-online-farmacies/ (nara 3sepuenns: 30.05.2024).
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services can provide specialized services such as medical consultations,
customization of health parameters, and the creation of individual
prescriptions, etc.. Some traditional pharmacy practices already provide great
brand recognition and customer confidence. This may be a disadvantage for
e-pharmacies in a competitive environment, but they will be responsible for
preserving the trust of clients through the online platform. One of the
advantages of Internet pharmacies can be a more competitive price
proposition for medical goods and services that is equal to traditional
pharmacy rates. Some traditional pharmacy companies are also actively
developing their online sales channels and working with Internet pharmacies
or creating other online platforms.

The prospects for the development of e-pharmacies are connected with
their unique capabilities®. Online pharmacies can:

— expand assortment with a wider range of products: liqueurs, vitamins,
cosmetics, dietary supplements, sanitary and hygienic products, medical
supplies and other health care products;

— provide consultation services with physicians, such as pharmacists,
doctors and other medical specialists;

— develop virtual prescription programs that allow clients to obtain an
electronic prescription from a doctor and obtain necessary medical care
online;

— expand the service of home delivery and manual methods;

— organize promotions, discounts, special offers and loyalty programs that
stimulate purchases and customer satisfaction;

— develop mobile applications for manual procurement of medical goods
and services, obtaining consultations and virtual prescriptions, and enhancing
other functions to facilitate interaction with clients;

— use proprietary intelligence to analyze customer data, recommend
products and services, personalize propositions, and manage inventory;

— combine with medical services and telemedicine platforms for
consultation with doctors, diagnostics via additional video communication
and remote monitoring of patients;

—using blockchain technology to save medical data, transactions and other
critical information flows;

— install partnerships with clinics to provide medicine delivery services to
patients, carry out loyalty programs and promotions for patients;

— consider the possibility of developing a network of pharmacy points in
conjunction with medical facilities.

% TexHonorii B iHTepHET-anTell: iHHOBAI{i Ta MepcrekTHBH. Paifan Piemep, 10.11.2023.
URL: https://www.nikopoltoday.com/article-6798/ukraina-tehnologii-v-internet-apteci-
innovacii-ta-perspektivi/ (zara 3sepaenns: 30.05.2024).
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Internet pharmacies can cooperate with medical institutions to conduct
joint medical events that contribute to education and popularization of a
healthy lifestyle among the population. Cooperation with medical institutions
allows e-pharmacies to develop specialized programs and services for specific
groups of patients, such as patients with chronic diseases, the elderly, children,
etc. Partnerships with medical institutions can facilitate R&D and clinical
trials, giving e-pharmacies access to the latest medical technologies and
developments. which can significantly improve efficiency and user
interaction.

CONCLUSIONS

The regulatory and legal regulation of electronic trade in medicines in
Ukraine and EU countries, as well as in other countries of the world, is
considered. It has been established that today e-pharmacies operate in most
EU countries (France, Great Britain, the Czech Republic, the Netherlands,
Germany, Italy, Spain, the Republic of Poland and others), North American
countries (USA, Canada), countries of the Asia-Pacific region (China, India,
Japan, Australia).

In general, differences at the level of the legal framework reflect the
peculiarities of the development of pharmacies and the health care system in
individual EU countries and the world. It has been established that the
procedure for dispensing and sending medicines via the Internet in most EU
countries has requirements similar to those applied to dispensing in the usual
manner. In some countries, additional requirements are provided, which are
usually described in a separate special section "Rules for the proper dispensing
of medicines" in accordance with the regulatory legislation of each individual
country.

Many countries include regulations on planning the optimal network of
pharmacies to ensure universal access to medicines for consumers and
professionals in the field of pharmacy. Similarly, some countries allow the
implementation of alternative forms of dispensing drugs, and the range of such
options is quite large.

The conducted analysis of the regulatory and legal regulation of electronic
trade in medicines in Ukraine proves that a number of adopted legislative acts
laid the foundation for the legal regulation of electronic trade in medicines in
Ukraine, giving the right to a business entity that has a license for retail trade
in medicines to implement e-pharmacies in the territory of Ukraine.

In general, the introduction of an e-pharmacy in Ukraine is an important
step to ensure the availability of medicines for every citizen. Many issues have
already been resolved in the state: settlement of the issue of delivery of
medicines to end users in terms of ensuring the quality of medicines,
protection of the end user from violating the rules of dispensing and delivery
of drugs, as well as from falsified medicines, settlement of the issue of
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bringing a person to administrative and criminal liability for violation of the
rules release and delivery,

In the future, it is necessary to form an effective state policy in Ukraine to
ensure the development of the functioning of e-pharmacies using international
experience in this field and with the aim of ensuring the proper quality of
public service.

SUMMARY

The development of modern digital technologies (digitalization) has
provided a vector impetus for the sustainable development of all branches of
the national economy in general and, in particular, medicine and pharmacy.
The monograph analyzes the principles of legal regulation of electronic trade
in medicines in Ukraine, as well as the peculiarities and differences of
domestic legislation from regulations of other countries of the world. The
evolution of IT technologies contributed to the improvement of the personal
comfort of all people and the emergence of e-pharmacies in the world. The
recession of the world economy, the worldwide spread of the COVID-19
pandemic affected the need to ensure the availability of vital medicines and
became the basis for the introduction of remote retailing of medicines. In
Ukraine, this process was facilitated by such disappointing circumstances as
the aggression of the russian federation and the establishment of martial law
in the country. The first chapter of the monograph "Digital technologies in
pharmacy: the electronic pharmacy system and the European experience"
examines the regulatory and legal basis of the functioning of the electronic
sale of medicines in European countries and other parts of the world. The rules
and regulations for providing information about medicines in electronic trade,
as well as requirements for accompanying documents and protection of
consumer (patient) rights when receiving ordered medicines, were considered.

In the second chapter of the monograph "Organizational and legal
regulation of the electronic trade in medicines in Ukraine: problems and
prospects for the development of Internet pharmacies" the legislative and
regulatory acts on the electronic trade in medicines in retrospect and currently
in force are elaborated, the differences of the domestic rules of the electronic
trade in medicines are determined, analyzed disadvantages and development
prospects of this direction of public service by pharmacy institutions.

It was established that the analysis of the administrative and legal
regulation of electronic trade in medicines in the country allows us to conclude
that a number of adopted legal acts laid the foundation for the legal regulation
of electronic trade in medicines in Ukraine. The introduction of an e-pharmacy
in Ukraine became an important step to ensure the availability of medicines
for every citizen. The domestic legal framework contains decisions on a
number of issues: regulation of the delivery of medicines to end users in terms
of ensuring the quality of medicines, protection of the end user from violating
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the rules of dispensing and delivery of medicines, as well as from falsified and
counterfeit medicines, regulation of the issue of bringing a person to
administrative and criminal liability for violation of dispensing and delivery
rules, settlement of the issue regarding the specifics of the use of payment
transaction recorders during the delivery of medicines to the consumer.

Bibliography

1. Ilpo BHecenns 3MiH 1o crarti 19 3akony Ykpainu "IIpo mikapchbki
3aco0n" om0 3MIMCHEHHS €JIEKTPOHHOI PO3APiOHOI TOPTiBII JIiKAPCEKUMU
3acobamu. JJokymeHT 904-1X, unHHMiA, moToyHa pemakmis — Big 17.09.2020
URL: https://zakon.rada.gov.ua/laws/show/904-20#Text (nata 3BepHEHHS:
30.05.2024).

2. The legal and regulatory framework for community pharmacies in
the WHO European Region. URL: https://iris.who.int/bitstream/handle/
10665/326394/9789289054249-eng. (date of access: 30.05.2024).

3. Statistics. Online Pharmacy - Worldwide. URL:
https://www.statista.com/outlook/hmo/digital-health/digital-treatment-
care/digital-care-management/online-pharmacy/worldwide (date of access:
30.05.2024).

4.  OwmnnaitH-peaizamis Ta TocTaBKa JIIKapPCHKUX 3aCO0IB: MEPCIEKTHBH
Ta mpaBuia rpu. Anreka Ne 25 (1296) 28 Uepmms 2021 p. URL:
https://www.apteka.ua/article/600010 (nara 3Bepuensus: 30.05.2024).

5. Myni6a €.B. AaMiHICTpaTHBHO-IIPaBOBE PETYJIIOBAHHS €ICKTPOHHOT
TOPTiBIII JKApCBKUMH 3acobamu B YKpaiHi. FOpuduunuti Haykosuu
enexmponnuti ocypuan. 2021. Ne 2. C. 169-172. DOI: 10.32782/2524-
0374/2021-2/39 (nara 3Bepuenns: 30.05.2024).

6. Dworkin M., Sonmez Turan M. and Mouha N. Advanced Encryption
Standard (AES), Federal Inf. Process. Stds. (NIST FIPS), National Institute of
Standards and  Technology, Gaithersburg, MD, 2023. URL:
https://doi.org/10.6028/NIST.FIPS.197-upd1(date of access: 30.05.2024).

7. Rachmawati, D., & Munthe, Y. R. Implementation of Rivest Shamir
Adleman Cryptographic Algorithms and Techniques of Steganography First
of File for Message Security. Journal of Physics: Conference Series. 2018.
Vol. 1090, No. 1, P. 012-062. IOP Publishing.

8. Ilo take SSL/TLS Tta sk mnpoanrpeiimurucs mo Bepcii TLS-
nporokoiy 1.3. URL: https://vps.ua/blog/ukr/ssl-tls-protocols-details/(nata
sepHenns: 30.05.2024).

9.  Kuzma Joanne, Dobson Kate, Robinson Andrew. An Examination of
Privacy Policies of Global On-line E-pharmacies. European Journal of
Research and Reflection in Management Sciences. 2016. No 4. 23-28.

10. Quo Matters. Supply Chain. Internet Pharmacies are an Often-
Overlooked Part of the Medicines Supply Chain. May 23, 2023. URL:
https://qualitymatters.usp.org/(date of access: 30.05.2024).

311



11. Federal Food, Drug, and  Cosmetic  Act. URL:
https://www.fda.gov/regulatory-information/laws-enforced-fda/federal-food-
drug-and-cosmetic-act-fdc-act (date of access: 30.05.2024).

12. Directive 2001/83/EC. URL: https://eur-lex.europa.eu/legal-
content/en/TXT/?uri=CELEX%3A32001L0083 (date of access: 30.05.2024).

13. Oleszkiewicz, P., Krysinski, J., Religioni, U., & Merks, P. Access to
medicines via non-pharmacy outlets in European countries — a review of
regulations and the influence on the self-medication phenomenon. In
Healthcare. 2021. Vol. 9, No. 2, P. 123. DOI:10.3390/healthcare9020123
(date of access: 30.05.2024).

14. The legal and regulatory framework for community pharmacies in
the WHO European Region. World Health Organization. Regional Office for
Europe. URL: https://dokumen.tips/documents/the-legal-and-regulatory-
framework-for-community-pharmacies-in-2020-3-22-of .html?page=48 (date
of access: 30.05.2024).

15. TIpomaxx mikapchkuxX 3aco0iB depe3 IHTEPHET — €BPOIMCHCHKHUN
noceix / Amreka online, 15.02.2021. URL: https://www.apteka.ua/
article/583752 (nara 3Bepuenns: 30.05.2024).

16. Buying medicines online. URL: https://www.ema.europa.eu/en/
human-regulatory-overview/public-health-threats/falsified-medicines-
overview/buying-medicines-online (date of access: 30.05.2024).

17. Tlpo 3arBepmxenHs IIpasun IpOJaKy TOBapiB Ha 3aMOBJICHHS Ta
1032 TOPrOBEIBHUMH 200 O(iCHUMH HpI/IMIHIeHHHMI/I ]IOKyMeHT z1181-07,
YHHHUH, ToToYHa pexakuis — Peqakmis Bix 02.10.2020, migcraBa — z0905-20
URL: https://zakon.rada.gov.ua/laws/show/z1181-07#Text (narta 3BepHEHHSL:
30.05.2024).

18. Illomo 3milicHEHHS TOPTiBIi 4epe3 iHTepHeT-marasuH/ JIoKyMeHT
v0196773-14, mnorouyna penakuis — [puituarrs Big 11.01.2014 URL:
https://zakon.rada.gov.ua/rada/show/v0196773-14#Text (mata 3BepHEHHS:
30.05.2024).

19. 3akon VYkpaiam “IIpo mikapceki 3acobu”. Jokyment 2469-1X,
yunnani, Penmakiis Big 17.09.2023, migcraa — 3345-1X URL:
https://zakon.rada.gov.ua/laws/show/2469-20#Text (mara 3BEPHEHHS:
29.05.2024).

20. TlocranoBa KMV «IIpo BHeceHHs 3MiH n0 JlimeH3iHHUX yMOB
MPOBA/PKEHHSI TOCIONAPCHKOI  JISUIBHOCTI 3 BUPOOHMITBA JIIKAPCHKUX
3ac00iB, ONTOBOI Ta PO3JPiOHOI TOPTiBiI JIIKAPCHKUMHU 3ac00aMu, iMIIOPTY
JMKapchKUX 3aco0iB (KpiM aKTHUBHHX (hapMaIleBTUIHHX I{HTPEIIEHTIB)».
Hokxyment 809-2023-m, uymHHMNA, noTo4Ha penakuis — IIpuiHATTS Bifg
04.08.2023. URL: https://zakon.rada.gov.ua/laws/show/809-2023-
%D0%BF#Text (nata 3Bepuenns: 29.05.2024).

21. 3akon Ykpaiuu «IIpo 3axucT nepcoHalbHUX HaHHX» J[OKyMEHT
2297-V|, unnnnii, motouyHa penakiis — Pegaxiis Bix 27.04.2024, mincraBa —
3585-1X URL: https://zakon.rada.gov.ua/laws/show/2297-17#Text (mara
3BepHeHHs: 29.05.2024).

312



22. Tlpoekr mocraHoBu KMY «IIpo BHeceHHs 3MiH n0 JlineH3idHUX
YMOB TIPOBaKEHHS TOCIIONAPCHKOI TisUTBHOCTI 3 BUPOOHHIITBA JTIKAPCHKUX
3ac00iB, ONTOBOI Ta PO3JPiOHOT TOPTiBiI JIIKAPCHKUMHU 3ac00aMu, IMIIOPTY
JMKapchKUX 3aco0iB (KpiM akTHBHHAX (DapMaleBTHYHUX I1HTPEII€HTIB)»
Omny6mikoBano 18.04.2024 o 16:00. URL: https://www.dls.gov.ua/
projects_reg_acts/IpOEKT-TIOCTAHOBH-KabiHeTy-MiHicTpiB-12/ (mata
3BepHeHHs: 30.05.2024).

23. 3axkon VYkpaimm «[Ipo 3arBepmkeHHs JlineHsiitHMX  yMOB
MIPOBA/PKEHHSI TOCIIONAPCHKOi  JISUIBHOCTI 3 BUPOOHMITBA JIKAPCHKUX
3ac00iB, ONTOBOI Ta PO3APIOHOT TOPTIBII JIKAPCHKUMH 3acC00aMH, iIMIOPTY
JIKapchbKUX 3aco0iB (KpiM aKTUBHHUX (hapMaleBTUYHUX IHTPEIIEHTIB» BiJ
30.11.2016. URL: https://zakon.rada.gov.ua/laws/show/929-2016-
%D0%BF#Text (nata 3Bepuenns: 30.05.2024).

24. Jocmimxeras YAMACTEP: intepHet-antekn y 2021 pomi. URL:
https://blog.uamaster.com/research-online-farmacies/  (mata  3BepHeHHS:
30.05.2024).

25. TexHouorii B iHTepHeT-anTell: iHHOBalii Ta nepcnekTuBH. Paiian
Pienep, 10.11.2023. URL: https://www.nikopoltoday.com/article-6798/
ukraina-tehnologii-v-internet-apteci-innovacii-ta-perspektivi/ (mata
3BepHEeHHS: 30.05.2024).

Information about the authors:

Krychkovska Aelita Myronivna,
https://orcid.org/0009-0006-0783-7059

Candidate of Pharmaceutical Sciences,

Associate Professor at the Department of Technology of Biologically
Active Compounds, Pharmacy and Biotechnology,

Lviv Polytechnic National University

12, Stepana Bandery str., Lviv, 79013, Ukraine

Zayarnyuk Nataliya Leonidivna,
https://orcid.org/0000-0002-5507-5873

Candidate of Pharmaceutical Sciences,

Associate Professor at the Department of Technology of Biologically
Active Compounds, Pharmacy and Biotechnology,

Lviv Polytechnic National University

12, Stepana Bandery str., Lviv, 79013, Ukraine

Hrabovych Bohdan Andriiovych,
https://orcid.org/0009-0000-4603-4597

Student of group FR-41 at the Institute of Chemistry
and Chemical Technologies,

Lviv Polytechnic National University

12, Stepana Bandery str., Lviv, 79013, Ukraine

313



