PREFACE

In the context of large-scale digitalization of society and the
economy, rapid growth of information, including manipulative and
destructive information, the use of artificial intelligence to protect the
economy from disinformation is becoming increasingly important.
In addition, the problem of disinformation, in the context of hybrid
warfare, information attacks, cyber aggression and economic
instability, has become extremely acute, as it has a negative impact
on economic processes, weakens the financial system, and affects
the reputation of enterprises and their business activity. Accordingly,
there is a need to introduce innovative approaches to preventing,
detecting, analyzing and neutralizing information threats, and artificial
intelligence is a powerful technological tool that allows automating
the monitoring of the information space, forecasting possible risks,
detecting fake news, and processing data to make appropriate
decisions. The experience of the European Union demonstrates
cases of implementing Al-based systems to combat disinformation
in the economic sphere. Therefore, the issue of introducing artificial
intelligence technologies to protect the economy from information
influence is an important task for Ukraine, which will help ensure
socio-economic security and adaptation to global challenges.
Scientists have covered a wide range of issues in terms of researching
the use of artificial intelligence to protect Ukraine's economy from
disinformation in order to ensure information security and economic
development.

The collective monograph is devoted to revealing the role of
artificial intelligence in protecting the economy from disinformation;
determining the peculiarities of implementing European experience in
the use of artificial intelligence and digital technologies in the economy;
studying the role of artificial intelligence and digital technologies
in economic transformation and ensuring national security; to
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formulate theoretical, methodological and practical foundations for the
introduction of artificial intelligence, digital transformation in order
to protect the economy and increase its competitiveness, and ensure
information security.

The first chapter discusses the integration of European approaches to
the use of artificial intelligence and digital technologies into Ukrainian
realities. The successful practices of the European experience of using
artificial intelligence in education and the knowledge economy are
studied. The directions of digitalization of local government finances
are identified. Prospects for the introduction and use of artificial
intelligence in the Ukrainian economy are formed.

The second section is devoted to the study of the role of artificial
intelligence and digital technologies in economic transformation and
national security. In particular, the specifics of the introduction of
digital technologies and artificial intelligence in the current economic
environment are determined. The features of digital transformation
of export-import activities are considered. The role of artificial
intelligence in strengthening national security is determined. The
directions of implementation of artificial intelligence to ensure
national security are determined.

The third section reveals the synergy of artificial intelligence,
digital competence, and analytical modeling in the context of
economic modernization. The impact of artificial intelligence on the
national security of Ukraine is studied. The directions of development
of digital competencies of the population in the digital economy
are formed. The expediency of introducing information modeling
at enterprises to improve economic efficiency is determined. The
directions of ensuring information security and increasing economic
development are proposed.

The collective monograph offers theoretical and methodological
generalizations, conclusions, and practical recommendations
that will be useful for researchers, teachers, students of higher
education institutions, postgraduates, doctoral students, practitioners,
representatives of state authorities and local governments, business,
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university administrative staff, representatives of civil society, the
public, and all interested parties.

The collective monograph is based on the results of research within
the framework of the project of basic scientific research, applied scientific
research, scientific and technical (experimental) developments on the
topic Ne 2/25 “Artificial intelligence as a tool to counter disinformation
during the war and post-war economic recovery in Ukraine” (state
registration number 0125U000996) (01.01.2025-31.12.2027).



NEPEAMOBA

B ymoBax macmTaOHOI 1uQpoBizamii cycHinbcTBa Ta €KOHOMIKH,
IIBUJIKOTO 3POCTAaHHSAM OOCSTIB iH(OpMaIli, y TOMy 4YWCII MaHimy-
JSTUBHOTO Ta JECTPYKTHBHOTO Xapakrepy, HalOyBae akKTyallbHOCTI
MUTAaHHS BUKOPUCTAHHS LITYYHOTO 1HTEJICKTY JJIsl 3aXMCTY €KOHOMIKH
Bin nesindopmariii. Kpim toro, mpobrmema nesiHgopmarii, B ymMmoBax
ribpuaHoi BiliHM, iH(pOpMamiiHUX aTak, Kibeparpecii Ta eKOHOMIYHOT
HecTaOunbHOCTI, HaOyna HaJI3BHYaiHOI TOCTPOTH, OCKUIBKH BOHA Mae
HEraTUBHUI BIUIMB Ha €KOHOMIYHI TpOIEcH, Mociadmoe (piHaHCOBY
CUCTEMY, BILTMBAE HA PEMYTAIIO MiIPHEMCTB, iX JIIOBY aKTHBHICTb.
BinnoBigHo mocrae morpeba y BIPOBaPKEHHI IHHOBAIIMHUX ITiJX0-
NIiB 0 TIONepeKeHHs, BUSBIICHHS, aHalli3y Ta HeWTpamizamii iHdop-
MalliifHUX 3arpo3 Ta caMe IITyYHHH IHTENEKT € MOTYKHHM TEXHOJIO-
TiYHUM THCTPYMEHTOM, SIKMH J03BOJISIE aBTOMAaTHU3yBaTd MOHITOPHHL
iH(hopMaIliitHOTO MPOCTOPY, 3MIHCHUTHA MPOTHO3 MOXIIMBUX PHU3HKIB,
BUSIBIIATH (DEHKOBI TOBIJIOMIICHHS, @ TaKOXX OOpOOUTH MacHB JIaHHX
JUIs TPUUHATTS BiANOBigHMX pimeHb. JlocBig kpain €Bpormeiics-
koro Coro3y JEeMOHCTPYE BHITAJKU BIPOBA/DKEHHS CHCTEM Ha OCHOBI
HITYYHOTO 1HTENIEKTY sl 00poThOM 3 Ae3iHdopMalliero B eKOHOMIiY-
Hill cdepi. Tomy mnuTaHHS BHPOBAKECHHS TEXHOJOTIH MITyYHOTO
IHTEJIEKTY 3 METOI0 3aXHCTy €KOHOMIKM Bij iH(OpPMAIIfHOTO BILIHBY
€ BOXKJIMBUM 3aBIaHHAM JUIsl YKpaiHH, IO CIPHUSITHME 3a0e3Me4eHHIO
coLlaabHO-eKOHOMIYHOI Oe31eKH, aganTtarmii 70 N00aIbHUX BUKJIHKIB.
HaykoBIsIMH PO3KPUTO HIMPOKE KOJIO MUTAHb B ACTIEKTI JOCIIKEHHS
HanpsiIMiB BUKOPUCTAHHS IITYYHOTO 1HTENIEKTY JJISl 3aXHUCTY EKOHOMIKH
VYkpainu Bij nesiHdopmaliii 3 MeTor 3a0e3rnedeHHs iHpopMaliiHOT
0e3neKy Ta eKOHOMIYHOTO PO3BUTKY.

MoHorpadisi TpUCBIYEHA PO3KPUTTIO POJNI IITYYHOTO IHTEIEKTY
y 3a0e3MedyeHH] 3axXUCTy eKOHOMIKH Bi Ae3iHdopmarii; BU3HAYCHHIO
0COOJIMBOCTEH BIPOBA/DKCHHS €BPONEHCHKOTO JIOCBIAY IOAO BHKO-
pPHUCTaHHSI IITYYHOTO 1HTEJIEKTY Ta UPPOBUX TEXHOJOTIH B €KOHOMIII;
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JOCITIDKEHHIO POJIi MITYYHOTO I1HTEIEKTY Ta IU(POBUX TEXHOJOTIH
y 3AiHCHEHHI eKOHOMiuHOi TpaHcdopmalii Ta 3abe3leueHHi HaIio-
HanbHOi Oe3mneku; (OPMYBaHHIO TEOPETUYHHX, METOAMYHUX 1 Hpak-
TUYHUX 3acaj] BIIPOBA/DKEHHS IMTYYHOTO 1HTENEKTY, 3MiHCHEHHS mud-
POBOI TpaHcdoOpMallii 3 METO 3aXHCTy SKOHOMIKH Ta IiJBUIICHHS ii
KOHKYPEHTOCTIPOMOXKHOCTI, 3a0e31edeHHs 1HPOopMaIliiiHOi Oe3MmeKH.

Y mepmoMy po3miiai pO3KPHUTO MHUTAHHS IHTETpaIlii €BPOTEHCHKUX
MiAXOMiB BUKOPUCTAHHS INTYYHOTO iHTENEKTYy Ta IHU(POBUX TEXHO-
JIOTi# B yKpaiHChKi peaii. JlocmikeHO yCHIIIHI MPaKTHKH €BPOTICH-
CHKOTO JOCBiy BHKOPHUCTAHHS IITyYHOTO IHTEJEKTY B OCBITI Ta €KO-
HOMili 3HaHb. Bu3HaueHo HanpsiMku nupoBizamii (piHaHCIB MiCIIEBUX
opraHiB camoBpsagyBaHHS. C)opMOBaHO MEPCHEKTHBU BIPOBAKECHHS
Ta BUKOPHCTAHHS MITyYHOTO IHTEJEKTY B €KOHOMIIl YKpaiHH.

Hpyruii po3ain npucBSYCHUH AOCHTIHKEHHIO POJi IITyYHOTo iHTe-
JIEKTY Ta IUQPPOBUX TEXHOJOTIH y 3AiCHEHHI €KOHOMIYHOi TpaHC-
(dhopmarii Ta 3abe3meUeHHI HAITIOHATBHOI Oe3MeKu. 30Kpema, BU3HA-
YEeHO CrenudiKy BIPOBaKCHHS HU(PPOBUX TEXHOJOTIH Ta IITy4YHOTO
IHTEIIeKTy B Cy4acHHUX €KOHOMIYHHMX yMOBaX. Po3mistHyTO 0CcOOIMBOCTI
nudpoBoi TpaHchopMarlii eKCOPTHO-IMIIOPTHOT AisTbHOCTI. BeTaHoB-
JICHO POJIb LITYYHOTO iHTENEKTY Yy 3MIil[HEHHI HallloHaJbHOI OE3MeKH.
3’5COBaHO HANpPSIMKH BIIPOBADKECHHS IITYYHOTO 1HTENEKTY AJs 3a0e3-
MEeYEHHsT Hal[lOHAJbLHOI OE3IIEKH.

Y TperboMy pO3ZiNli PO3KPUTO CHHEPTil0 IITYYHOTO IHTENEKTY,
nu(POBOi KOMIIETEHTHOCTI i aHAJIITHYHOTO MOJEJIIOBAHHS B YMOBax
eKOHOMIYHO1 MopaepHizarii. JlocaipKeHO BIUIMB IITYYHOTO IHTEICKTY
Ha HalioHanbHy Oe3meky Ykpainu. CHOpMOBAHO HATIPSIMKH PO3BHTKY
HU(pPOBUX KOMIETEHTHOCTEH HAceJIEHHS B yMOBaxX IM(PoBOi €KOHO-
Miku. BU3Ha4eHO MOIUIBHICTh BIPOBAKCHHS 1H()OPMAIIHHOIO MOjIe-
JIOBaHHS Ha MiANPUEMCTBAX AJS MiABHINEHHS EKOHOMIYHOI edek-
TUBHOCTI. 3ampoOTOHOBAHO HANpPSMKH 3a0e3nedeHHs iHpopMariifHol
0e3MeKH Ta IiIBUIICHHS CKOHOMIYHOTO PO3BUTKY.

VY xosexkTHBHINM MOHOrpadii 3aponoHOBaHO TEOPETHKO-METOIUYHI
y3araJlbHEHHsS, BUCHOBKH Ta TPaKTHYHI PEKOMEH[AIlil, SKi CTaHyTh
B HAroji JUisl HAyKOBIIiB, BHKJaJaviB, 3700yBauiB 3aKJajiB BHIIOI
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OCBITH, aCHipaHTIB, JOKTOPAHTIB, PaxiBIiB-TIPAKTHKIB, IPEICTABHHUKIB
JIEp’KaBHUX OPraHiB BIAJM Ta MICIIEBOrO CaMOBpsIyBaHHS, Oi3HECY,
aJMIHICTPAaTUBHOTO TEPCOHANY YHIBEPCUTETIB, NPEACTAaBHUKIB rpoMa-
JITHCBKOTO CYCIUIBCTBA, IPOMAJICKKOCTI Ta BCIiX 3alliKaBIeHUX OcCio.

KonmexktuBHa MoHOTpadis BUKOHAHA 3a pe3ylIbTaTaMU TOCIHIKEHB
y paMKax MpoeKTy GpyHAaMEHTAIbHUX HAYKOBHX JIOCIIIKEHb, TPUKITAI-
HUX HayKOBHX JIOCII/IKEHb, HAYKOBO-TEXHIUHHUX (€KCIIEPUMEHTAIbHUX )
po3pobok 3a Temoro Ne 2/25 «IllTyyHuid iHTENEKT SIK 1HCTPYMEHT TPO-
THIT ne3iHdopMalii B mepion BiifHN Ta MOBOEHHOTO BiTHOBIICHHS €KO-
HOMiku YKpainu» (aepskaBHHH peectpauiiianii Homep 0125U000996)
(01.01.2025-31.12.2027).



