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Abstract

This paper investigates the relationship between quality attributes and
software quality metrics to support informed decision-making in software
product quality assessment. The study includes an analysis of the
interchangeability of metrics within categories and emphasizes their
importance in assessing critical attributes such as security, performance, and
maintainability. It concludes that these metrics are essential for enhancing
software testing, project management, and reducing implementation costs,
thereby improving overall software quality.
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Introduction

An automated risk assessment system (ARAS) is a Over the years,
hundreds of metrics have been created to evaluate code quality, monitor the
performance of both software and development teams, schedule work tasks,
etc. There are many reasons to use them for evaluating of the work done. They
prevent bugs, help improve overall project planning, encourage process
improvement and more thorough security analysis, and more. During testing,
metrics improve the relationship between test coverage, risk, and system
complexity, and once automated, can increase the profitability of a software
product over time.

The traditional classification distinguishes 5 groups of metrics:

1) product metrics quantify the characteristics of a software product;

2) process metrics evaluate the characteristics of software development
processes;

3) internal metrics help to measure all the properties that are important for
a software developer;

4) external metrics help to assess the properties that are important to the
user;

5) project metrics provide a system of indicators for monitoring project
progress.
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From the point of developers’ view, metrics should quantify the quality
level of the created software, which is closely related to the quality attributes
of the system. The study of such connections is the subject of many scientific
publications [1-4], however, a matter of particular interest is the more practical
question: which metrics are the most indicative and widely used. In particular,
in the context of software quality analysis tools, many aspects can be
evaluated: implementation security, performance, efficiency, maintainability,
modification, etc.

The purpose of the study was to systematise and build sets of software
metrics for assessing the quality of product code in terms of functional and
non-functional requirements.

One of the most systematic proposals for selecting subsets of metrics to
assess compliance with non-functional requirements is given in [1]. The
authors identify sets of key quality attributes for different types of software
(web applications, embedded systems, information systems, distributed
systems, database applications, and general-purpose applications), while
matching them with the stages of the development life cycle. For each quality
attribute, a set of indicators is proposed to assess it.

A similar analysis, but with reference to programming paradigms and
domain, was conducted in [3]. It is expected that the vast majority of
publications on metrics relate to object-oriented code. The authors also
showed that the development of new metrics is a continuous process over
time, which emphasises the need for up-to-date sets of code quality metrics.

In a broader context, [4] discusses the methodology for selecting and
evaluating software quality metrics. Depending on the level of the metric, the
authors define the quality metrics that are most commonly found in scientific
publications. The following conclusions can be drawn regarding code quality
assessment [5]:

— McCabe and Halstead's metrics describe the quality at the method level,
and Chidamber and Kemerer's set of metrics represents the quality at the class
level;

— MOOD and QMOOD metrics are the most widely used in scientific
publications;

—size metrics are mainly related to the assessment of the code's error-prone
nature;

— coupling and cohesion metrics are mostly mentioned in publications to
measure the level of ensuring such quality attributes as maintainability,
understandability and reusability. Metrics related to inheritance and code
complexity are also specified, based on which flexibility, understandability
and reusability are measured;

— Other design-level metrics include interface density, ease of learning
(average time to learn/ master the use of a component), clarity of error
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messages, number of customisable metrics for the interface, IPCI
(InterPackage Change Impact Index), a group of metrics related to GoF design
patterns, IIPE (InterPackage Extension Index), IIPU (InterPackage Usage
Index), I1IPUD (InterPackage Usage Diversion Index), etc.

Conclusions

Thus, code quality metrics are not only a tool for assessing a certain set of
indicators that allow you to control the current quality of a software product
throughout its development life cycle, but also suggest ways to improve
software quality. Certain groups of metrics also contribute to improving the
quality of testing, more efficient software project management, which will
further reduce the cost of software implementation and maintenance.
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