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INTRODUCTION

From the moment Ukraine proclaimed its independence and
throughout the 1990s, the Kremlin regime — acting as the principal
driver of Russian neo-imperialism — set itself the objective of
reviving the Soviet Union, albeit under the dominance of the
Russian Federation rather than Moscow alone. Consequently,
Russian policy was primarily directed toward restoring control over
Ukraine.

The Kremlin regime has traditionally relied on a wide range of
hybrid and informational methods, ranging from elementary
economic pressure to direct military aggression. In particular, the
use of one of the most effective forms of hybrid warfare —
information and ideological expansion — significantly intensified.
Historically, the Kremlin has sought to establish its authority in
Ukraine and impose its own political order. A dominant role in this
process has been played by the Great Russian imperial tradition,
which has survived into the present in the form of Russian neo-
imperialism.

At the beginning of the twenty-first century, Ukraine once again
became the target of aggression by the Russian Federation. This
occurred despite the fact that Russia, as one of the guarantor states
under the Budapest Memorandum, had pledged to respect
Ukraine’s independence, sovereignty, and existing borders, as well
as to refrain from the threat or use of force against Ukraine’s
territorial integrity and political independence. By flagrantly
violating these international commitments, the Russian Federation
demonstrated the cynical nature of its hybrid and ideological
strategy.

Such developments were far from accidental. Over the past two
decades, political culture within the Russian Federation has been
characterized by the normalization of moral degradation, the
arrogance of the ruling elite, and the aggressive rhetoric of state
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propaganda. At the same time, while pursuing information-
ideological expansion aimed at reviving a prototype of the Soviet
Union — with its ideological and political attributes and symbols,
including marginal ideological constructs and post-Soviet symbolic
elements — the Kremlin regime has attempted to combine inherently
incompatible elements. These include communism alongside the
so-called «spiritual bonds» promoted by the Russian Orthodox
establishment, Russian nationalism intertwined with chauvinistic
ideology, and Vladimir Putin’s reliance on paramilitary formations
such as the Kadyrov forces.

For more than three decades — especially following the collapse
of the Soviet Union — the Western world largely believed that large-
scale military conflict in Europe had become unlikely. However, by
disregarding the provisions of the Budapest Memorandum and
international law more broadly, the Russian Federation launched an
unprovoked act of aggression against Ukraine. This occurred
despite the fact that, due to continuous processes of disarmament,
Ukraine had effectively become one of the most pacifist states in
Europe.

The post-totalitarian society of the Russian Federation during
the Yeltsin era proved incapable of transforming into a genuinely
democratic and civilized political system, contrary to the optimistic
expectations held in many Western countries. This failure was due
not only to the dominance of oligarchic interests but, more
importantly, to the persistence of the traditions and operational
methods of the KGB within the Kremlin’s political structure.
Individuals who came to power during the wave of democratic
reforms quickly adapted to a system in which the rule of law was
replaced by the rule of force. The consequences of this
transformation were profound. In particular, the revival of nepotism
within this pseudo-democratic system ultimately facilitated the rise
to power not only of Vladimir Putin personally but also of the
broader political network associated with him.

Beginning in the late 1990s and early 2000s, the Kremlin
regime deliberately employed a wide array of information-
ideological instruments — primarily of a hybrid nature — in order to
systematically disseminate manipulative and destructive narratives.
At the same time, the Kremlin increasingly utilized the resources
and capabilities of cyberspace and social media to promote
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messages that largely possessed a hybrid informational character. In
doing so, the Kremlin employed a variety of methods, ranging from
economic pressure to coordinated hybrid-information campaigns,
including the use of cyber-political technologies.

As a result, the hybrid policy of Russian neo-imperialism
eventually evolved into the full-scale military invasion of Ukraine
by the armed forces of the Russian Federation. This aggression has
generated severe destructive consequences and risks not only for
European security but also for global stability, including within the
domain of cyberspace. The Russian-Ukrainian war has undermined
stability in Europe and poses significant global risks. In this
context, Ukraine has effectively become one of the principal
frontiers of the defense of democratic civilization — not only in
Europe but potentially on a global scale.

One of the characteristic methods of the Kremlin’s hybrid policy
is the systematic attempt to shift responsibility for the
consequences of its own aggression onto the governments of the
countries that become victims of such aggression. These states are
pressured to accept the conditions imposed by the occupying power
— conditions that, as in the case of contemporary Ukraine, are
aimed at undermining and ultimately destroying sovereign
statehood. At the same time, the Russian Federation attempts to
present itself as a «peacekeeper».

While Russian propaganda claims that a supposed «genocide of
the people of Donbas» has taken place, the Russian military has in
reality carried out actions that can be characterized as genocidal
toward the Ukrainian nation. Significantly, this violence has
primarily targeted the largely Russian-speaking populations of
cities such as Mariupol, Kharkiv, and numerous urban centers in
the Donetsk and Luhansk regions.

1. General Characteristics of the Hybrid Information Policy
of the Russian Federation at the Turn of the 1990s—Early 2000s

An important component of the hybrid policy of the Russian
Federation toward Ukraine, particularly in its informational
dimension, was the attempt to exert active influence on the
consciousness of the political and business elites, the leadership of
political parties and various social groups, as well as on Ukrainian
society as a whole.
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This influence manifested itself primarily in the information
manipulation and demoralization of the population, including
attempts to suppress the will to resist and to transform Ukrainian
citizens into a convenient and compliant instrument for achieving
Russia’s neo-imperial objectives.

One of the key elements of Russia’s hybrid policy toward
Ukraine has been, and unfortunately remains, the religious factor,
particularly through the activities of the Ukrainian Orthodox
Church of the Moscow Patriarchate, which effectively functions as
a branch of the Russian Orthodox Church.

The overarching objective of the Kremlin’s hybrid policy has
consistently involved a large-scale geopolitical task: undermining
confidence among the states of Central Europe and the Baltic
region in the security guarantees provided by NATO and the
European Union, while simultaneously fostering tensions between
the United States and its European allies.

For a long time, the real threat posed by Russian hybrid policy
to the European Union and the broader democratic world was
largely underestimated by many European political leaders. One
example frequently cited is the relatively cautious policy pursued
by some European governments toward the Kremlin.

In particular, the risks associated with the financial and
informational support provided by the Kremlin to far-right and far-
left political movements in Europe were significantly
underestimated. One of the most dangerous consequences of such
support lies in the potential erosion of the rights and political
influence of electorates that adhere to fundamental European
democratic values.

Thus, the Russian Federation has been implementing a
provocative and insidious hybrid information policy designed to
destabilize democratic institutions and political systems.

The Russian Federation retained military basing rights in
Sevastopol and several other locations in Crimea following the
signing on May 28, 1997, of an interstate agreement between
Ukraine and Russia concerning the status and conditions of the
stationing of the Russian Black Sea Fleet on Ukrainian territory.

Simultaneously, policies aimed at supporting the so-called
«Russian-speaking population» and orienting it toward the Russian
Federation were actively pursued in Crimea.
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On April 21, 2010, the so-called Kharkiv Agreements extended
the duration of the agreement governing the presence of the
Russian Black Sea Fleet in Crimea. According to this arrangement,
the fleet’s stay was prolonged for an additional twenty-five years
from May 28, 2017, with automatic extensions every five years
unless either party objected in writing.

The signing of this document became one of the preparatory
stages for the hybrid annexation of Crimea in 2014.

The hybrid information policy of the Russian Federation toward
Ukraine intensified at the beginning of the twenty-first century.
One manifestation of this policy was the Russian-Ukrainian
conflict over Tuzla Island in the Kerch Strait in September 2003.

This conflict occurred during the period between the signing
and ratification of the Treaty on the Ukrainian-Russian State
Border. Although the treaty establishing the land border between
Ukraine and Russia was signed on January 28, 2003, the dispute
over Tuzla was widely interpreted by experts as an attempt by
Russia to exert pressure on Ukraine regarding the delimitation of
the maritime boundary in the Kerch Strait and the Sea of Azov.

The treaty ultimately entered into force on April 23, 2004,
following the exchange of ratification instruments. Ukraine ratified
the agreement on April 20, 2004%, and Russia on April 22, 2004.
The Tuzla crisis demonstrated that the 1994 Budapest
Memorandum was not a reliable security instrument for Ukraine,
revealing that the states acting as guarantors of Ukraine’s security
could potentially become aggressors themselves.

Hybrid policy represents a complex phenomenon involving the
systematic and coordinated application of political, military,
diplomatic, economic, and informational-propaganda measures. Such
measures are typically employed by one state — or a coalition of
states — in order to subordinate the internal and external policies of
another state. In the case of Russia’s neo-imperial policy toward
Ukraine and the Baltic states, systematic interference in both external
and, at times, internal sovereignty has been clearly observed.
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The essence of the concept of «hybrid policy» lies in the use of
a wide arsenal of asymmetric instruments designed to influence and
control the political spectrum of other states. Such policy often
operates covertly but maintains an inherently aggressive character
toward other countries, both in the «near abroad» and in more
distant regions.

Within the framework of Russia’s hybrid geopolitical strategy
during the 1990s and early 2000s, a number of measures were
implemented to strengthen Russia’s political, economic, and
military power and to expand its international influence.

The practical manifestations of this hybrid policy included:

e threats and intimidation;

e political blackmail,

e the dissemination of disinformation and rumors;

e the spread of so-called «information bombs» through
targeted information campaigns.

Among the narratives promoted within this framework were:

e alleged plans for the use of nuclear weapons in future
conflicts with NATO or the United States;

e claims of an existential threat posed by NATO;

e projects such as the creation of the pseudo-state entity
«Novorossiya»;

e proposals concerning the incorporation of the occupied
territories of Donbas into the Russian Federation;

e initiatives aimed at creating the so-called «Donetsk People’s
Republic» and «Luhansk People’s Republic».

Other narratives included proposals to recognize Russia’s
control over Crimea in exchange for ending the war in Donbas, or
attempts to promote the idea of a geopolitical «grand bargainy»
between Russia and the United States reminiscent of a «second
Yaltay» or «second Potsdamy.

Additionally, narratives were circulated claiming that the United
States had allegedly «abandoned Ukraine», along with calls for
federalization of Ukraine or the freezing of the conflict following
the models of Transnistria, Abkhazia, South Ossetia, or Nagorno-
Karabakh.

Hybrid practices themselves have a long historical tradition.
However, in the contemporary era they have become widely employed

139



across nearly all spheres of military-political confrontation®.

Russia inherited many elements of hybrid aggression from the
traditions of the Russian Empire. These include:

e the use of a «fifth columny»;
elite fragmentation;
provocations followed by accusations against the victim;
secret agreements;
the erosion of state institutions;
military intimidation and troop deployments near borders;
ultimatums and threats;
the establishment of puppet governments;
staged elections;
repressive measures.

At the same time, the Russian Federation frequently attempts to
portray itself as a peacekeeper or protector?. During the Cold War
and the post-Cold War period, global competition for resources also
played an important role. Both the United States and the Soviet
Union were industrial societies requiring continuous economic
growth and increasing resource consumption.

In 2012, researcher Yu. Badakh expressed concerns regarding
the actions of Russian leadership in international relations and its
interference in the internal affairs of other states, including
Ukraine. According to his analysis, such actions could potentially
lead to a new Cold War.

By that time it had already become clear that future conflicts
would be driven not primarily by ideology but by civilizational
incompatibility between different parts of humanity. Other scholars
have also emphasized structural factors contributing to regional
instability®.
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M. CeBacromois. URL: http://nvimu.com.ua/wp-content/uploads/Pages.pdf
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For example, Yu. Liber argued that Ukraine’s historically
formed geopolitical division contributed to differing geopolitical
orientations within the country. Many residents of western Ukraine
viewed their future within the European Union, while a significant
portion of the population in eastern regions perceived closer
relations with Russia as more advantageous®. This division was
later exploited by Russian aggression in 2014.

Similarly, R. Dodonov emphasized that modern military-
political processes are often rooted in internal civilizational
conflicts. Comparable dynamics were observed in Moldova,
Yugoslavia, and Georgia. Such conflicts are influenced by both
external factors — including Euro-Atlantic integration and Russian
geopolitical ambitions — and internal factors, such as political
instability, corruption, and weak border protection?.

The Russian invasion of Georgia in 2008 became an important
test of mechanisms aimed at neutralizing Western responses. Russia
conducted a direct military intervention and subsequently
recognized the «independence» of the occupied territories of South
Ossetia and Abkhazia.

According to scholars O.Haran and P. Burkovskyi, the
Georgian case demonstrated that attempts by an aggressor state to
transform itself into a mediator within a peace process often lead to
the renewal of conflict in the future?.

Thus, the Kremlin regime sought to revive the traditions of
Russian neo-imperialism across the territory of the former Soviet
Union. As Taras Kuzio has noted, Russian political discourse
attempted to draw moral equivalence between the independence of
Kosovo and the separatist movements in South Ossetia and
Abkhazia. Later, the Russian Federation applied similar rhetoric in
justifying the illegal annexation of Crimea, claiming a supposed
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yHiBepcuteT imMeHi Bacuist Cryca / mig. 3ar. pea. npod. P. O. [lJononosa. Binuuiis:
TOB «HinauJITI», 2017. C. 146.
3 Tapamw O., Bypxoscwkuit I1. Pociiickka arpecis na Jlonbaci y cTpareriunomy
KOHTEKCTi BiHOCWH VYkpaiHm i 3axomy. Pociiickka oOKymarmis 1 JeoKymaris
VYkpaiHu: icTOpis, cy4acHi 3arpo3d Ta BHUKIMKH CBOTOINCHHS: Marepiaau
Bceykpaincpkoi HaykoBo-TipaktuaHOi KoH(epenmii (Kwuie, 2016 p.) / VYmop.
I1. Tait-Hwxauk. Kuis: «MII Jlecsi», 2016. C. 263.
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«right of self-determination» for the population of the peninsulal.
Despite the clear violation of Georgia’s sovereignty in 2008,
Western states did not impose significant sanctions on Russia at
that time. In 2009, the United States even initiated a «reset» policy
in relations with Russia.

Kremlin leaders interpreted this development as evidence that
future aggressive actions might also be undertaken without serious
international consequences. The intensification of Russian
propaganda and the systematic promotion of Kremlin narratives
became particularly evident after 2008, while 2014 marked the
beginning of a new phase of hybrid informational aggression
against Ukraine.

Russia has also sought to maintain geopolitical influence in the
Balkan region, systematically developing and implementing
methods of hybrid policy and hybrid warfare. Russian intelligence
services traditionally considered the Balkans one of the most
vulnerable regions in Europe?.

Historically, Russia claimed a special role as the protector of
Orthodox populations, a narrative that closely corresponds to the
modern ideological construct of the «Russian World».

Although Russia has experienced setbacks in the Balkans, the
Kremlin continues to employ hybrid methods to counteract
European integration processes in the region. In many cases,
Russian actors have operated under the guise of peacekeeping
missions while acting in violation of international legal norms. For
example, in 1999 Russian paratroopers seized control of the Slatina
airport in Pristina during the Kosovo conflict.

Such actions illustrate a typical method of Kremlin policy:
transforming de facto actions into de jure legitimacy, often through
attempts to obtain authorization for peacekeeping missions through
international institutions.

For example, by obtaining from the UN Security Council the
right to introduce a certain peacekeeping mission. In particular, this
method was used by the Russian Federation in Transnistria and the
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Caucasus, where peacekeeping rhetoric actually covered up the
expansionist policy of the Kremlin regime. It was the presence of
Russian «peacekeepers» that became a significant factor in the
Abkhaz and Tskhinvali conflicts, and the so-called «five-day war»
in Georgia in August 2008 actually became «coercion for peace».
The Russian Federation acts in a similar way in the Middle East.
First of all, this concerns the participation of the Russian side in the
Syrian conflict with the previously declared goal of establishing
peace and order there. In fact, this became a disguise for
peacekeepers — in order to cover up its actually aggressive policy®.

It is quite obvious that by unleashing hybrid aggression, the
Kremlin was counting on a certain global result. Thus, the
geopolitical tasks of the Russian Federation could be solved only
thanks to a global hybrid conflict. It was with its use that the
authorities of the Russian Federation planned, by implementing the
methods of hybrid war, to destroy the existing world order and
artificially increase their own status. And this is at a time when
Russia has an inefficient economy and inefficient state
administration?. That is, by launching a hybrid war against the
civilized world, the Russian Federation raises the stakes and
increases the risks, first of all, for neighboring countries and its
own people.

According to Yu. Felshtinsky and M. Stanchev, the power of the
modern Russian Federation is a bluff and a PR project, which is
actively produced with the help of the Russian propaganda media®.
Therefore, the hybridity of Russian imperial policy implies a large
role of informational influences on the population, which are
carried out at all levels of communication, influencing all aspects of
the worldview.

Historically, ideology and propaganda have occupied a
prominent place in the policy of the Kremlin regime. Their massive
use, with the widespread use of cyberspace, took place in the period
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2008-2014, when the Russian Federation’s hybrid information
operations began to gain momentum not only in Europe but also
throughout the world. According to I. Tyshkevich, perhaps the
greatest indicator and evidence of the power of the Russian
Federation’s propaganda work is the mood within Russian society.
After all, over the past 20 years, a kind of information bubble has
been artificially formed around the average resident of the Russian
Federation. Gradually, it has encompassed not only traditional
media, but also the vast majority of so-called new media. This
entire array of information fields and information resources, despite
different positions or the possibility of using them as tools of
internal political struggle, always retains the signs of a general
propaganda structure that ensures the loyalty of the population.
Typically, none of the groups in the orbit of the Kremlin regime is
able to control all segments of the media space. That is, each of the
«Kremlin towers» is able to influence only a certain part of the
Russian population through its own controlled media, unable to
cover the entire segment of the media market due to conditional
professional, age, property, and regional restrictions®. Television
(especially in the Russian Federation) has a great influence on the
population, as it acts on hearing, sight, and energy. This causes
significant dependence, primarily of the Russian population, on
massive propaganda. And even in the conditions of the growing
role of cyberspace (with the massive spread of social networks),
such dependence of Russian citizens causes not only internal
problems of the Russian Federation, but also significantly
complicates international relations. This is especially true of the
current Russian-Ukrainian war and the confrontation of the Russian
Federation with the West.

Most international military experts recognize that there is a
threat of new conflicts on the territory of Europe. And the
aggression of the Russian Federation threatens the security not only
of Ukraine, but of all of Europe. It is difficult to win a hybrid war
on one’s own territory, since such a war has no borders. Therefore,
it is this factor that influenced the miscalculations of the Ukrainian
authorities in conducting the anti-terrorist operation. The
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Ukrainian-Russian border cannot be blocked if Ukraine does not
control the information space and airspace of Eastern Ukraine. At
the same time, terrorists will continue provocations on the border
and in the captured territories with the information support of the
Russian mass media. The network actions of terrorists on the
captured territory, together with the support of Russian troops on
the border, will constantly allow further supplies of terrorists,
weapons and ammunition to Ukrainian territory. Therefore, until
the information space in Donbas is under control, Ukraine will not
be able to count on the support of its own population in the conflict
region. This situation will contribute to the formation of a
permanent social base for LPR and DPR terrorists®.

The hybrid policy of the Kremlin regime was also manifested in
the fact that in order to maintain its power against the background
of modest achievements in the socio-economic and cultural
development of the Russian Federation, the authorities of this
country systematically sought to stimulate its popularity by
constantly searching for enemies and fighting them. At the same
time, the implementation of this adventurous policy was combined
with the purposeful support of the tense situation in its country and
in the world. This was largely due to the chauvinistic nature of
Russian imperialism. After all, it is especially aggressive towards
those nations that defend their own identity and independence?. For
a long time, Kremlin leaders, engaged in preparing aggression
against Ukraine, paid special attention to the ideological processing
of the population of the Russian Federation in order to direct its
consciousness in the direction of the ideas of nationalism, great-
power chauvinism, the protection of the so-called «national values
and interests», the fight against the «external enemy», etc. In
parallel, the actual occupation of the information space of Ukraine
and its use in their own interests to form pro-Russian sentiments
were carried out. Along with this, the destruction of the state power
of Ukraine took place, including: blackmail and bribery of
influential officials, political figures and the leadership of

! Mamox C. A. Crpareris nepemoru Ykpainu y Biiini 3 Pociero. 12.05.2014.
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government structures; the nomination of their own agents of
influence to positions in state authorities; the incitement of
interethnic and interreligious conflicts; the undermining of the trust
of the Ukrainian population in their own government; the spread of
protest and separatist sentiments in society; the discrediting of
Ukraine’s foreign and domestic policy; the imposition of certain
ideas and values on its leadership and population through an active
information campaign using special methods of «zombifying»
society with the broad involvement of a whole range of various
organizations aimed primarily at spreading the ideology of the
«Russian world»®.

M. Galeotti, made an attempt to dispel some myths about
Russian hybrid warfare. In particular, he examines how the concept
of hybrid warfare has taken root in Western thinking, and compares
it with Russian thinking and practice. This researcher traces how
the Russian Federation is simultaneously afraid of and seeks to use
non-military forms of coercion. In particular, in his opinion, the
annexation of Crimea and the intervention in southeastern Ukraine
in 2014 gave a new meaning to the concept of «hybrid warfare».
Thus, the post-imperial Russian Federation has posed the most
serious challenge and threat to the international order. Among the
reasons for this is, first of all, that the Russian leadership has
developed and implemented a «new way of waging war», which
uses, among other things, modern cybernetic technologies. And this
is in order to tilt the balance of power in its favor in the
confrontation with Western countries?. Moscow is certainly waging
an aggressive geopolitical campaign, asserting its claims to great
power status. The failure to define and understand Russia’s
prospects leads to academic confusion, futile efforts, and
fundamentally misinformed political debates in the West. While the
West talks about the «Russian approach to hybrid warfare» (leaving

! Sytnyk O. M. Evolution of a hybrid-information war in the context of aggressive
policy of the Russian Federation in respect to Ukraine. Challenges of study,
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aside the thorny question of whether it is worth calling this
phenomenon «hybrid warfare» at all), the Russian military is
following the model we saw in Crimea and Donbas, using non-
military means to prepare the battlefield for the introduction of
soldiers. At the same time, the Russians have been quite adept at
mastering basic modern cyber technologies.

At the same time, the Russian Federation’s aggression against
Ukraine was preceded by a phase of political destabilization and
division in that country. Yet, despite the exaggerated and alarmist
claims about some special Russian way of waging war (including
the mythical «Gerasimov Doctrine»), there is nothing
fundamentally new about it. While many in NATO are concerned
about an outright Russian invasion, we should not be mesmerized
by this chimera. The Kremlin’s main goal is rather to divide,
demoralize and distract the West enough to make it unable to resist,
as Russia claims to be a «great power». Bluff, subversion,
corruption and threats have always been the best tools of this state
formation®. Modern war is primarily an ideological confrontation
between the remnants of the Soviet mentality and a civilized pro-
Western paradigm. In General Gerasimov’s hybrid concept, the
leading role was assigned to the fifth column in Ukraine. That is, in
fact, to those communist figures and their followers who, over the
past three decades, have done everything possible not only to
enrich themselves, but also to devalue and weaken Ukraine.

2. Propaganda of the «Russian World» as a Leading Factor in
Characterizing the Hybrid-Information Policy of the Russian
Federation at the Turn of the 1990s — Beginning of the 2000s as
the Main Threat to Ukraine’s National Security

Arguably the greatest challenge and threat to Ukraine’s national
security in the information-ideological sphere has been the active
propaganda of the «Russian World». To a significant extent, this
propaganda was based on the deformation of historical memory and
national consciousness of Ukrainians®. At the same time, it must be
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taken into account that the ideological foundation of a nation is
formed precisely on the basis of historical memory and national
consciousness. Its complete destruction would open broad
prospects for the Russian Federation to occupy Ukraine not only
physically, but above all mentally and ideologically-politically.

H. Turchenko and F. Turchenko argue that Russian society has
always fundamentally denied the existence of Ukrainians as a
separate nation. Moscow’s peculiar mission was seen in gathering
the parts of what was once a «single whole» and gradually
«erasingy» the differences that had accumulated during the period of
«forced disunity». In fact, this was one of the main tasks of the
Russian «development» of Southern Ukraine or, in modern terms,
the introduction of the «Russian World» herel. To this end, the
Kremlin regime initiated the process of creating the imperial
project «Novorossiyay.

In Russian imperial projects, Southern Ukraine was assigned the
role of a springboard for further expansion of the Russian Empire
into the Balkans and the Mediterranean. It was even planned to
build a third capital of the Russian Empire here, in addition to St.
Petersburg and Moscow. The «Novorossiya» project was purely
predatory in nature. In imposing the «Russian World», all centers of
Ukrainian life were destroyed, while Russian despotism was
introduced instead?. At the same time, the authorities of the Russian
Empire widely disseminated the version that the lands of
«Novorossiya» were «originally Russian». Already then, this
served as the basis for information-propaganda practices of
distorting historical realities, which were later developed by the
Russian Federation in the early 21st century.

Throughout the 1990s, Russian society and political circles
increasingly leaned toward supporting the idea of the «Russian
World», which claimed the role of the leading consolidating
national doctrine. Simultaneously, the idea of the «Russian World»
acquired a certain geopolitical significance in terms of transforming

[nctutyT icropii Ykpainu, 2018. C. 24, 130, 131.
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Russian neo-imperial policy!. The beginning of the 21st century
was marked by the establishment of the «Russian World» as a
Russian neo-imperial geopolitical ideological doctrine. It was used
by Putin’s regime to orient the Russian population regarding the
ideological foundations of the existence and development of
Russian society through the formation of a symbiosis of perception
of the historical past and prospective vision of the future in search
of a new model of ideological content for the national idea of the
new Russia, a strategy of geopolitical development in the territories
of the former Soviet Union, a mass and socio-communication
technology of influence of the Russian Federation on the internal
politics of neighboring states, socio-political practice and an
eclectic worldview mixture in party building and ideological,
agitation-propaganda activity, an ideological concept in Russian
political and intellectual discourse to designate a supranational and
transcontinental community, a comprehensive political technology
of the Kremlin, and a geopolitical approach to interpreting
contemporary political processes of both right and left spectra in a
single stream in the form of an eclectic combination of elements of
Pan-Slavism, Eurasianism, Russian messianism and imperialism
(including in the form of an informal empire), the ideology of
Russian Bolshevism and extreme nationalist currents of the Russian
White anti-communist movement during the Russian Civil War and
in emigration?.

It is considered that the syncretic policy of the «Russian World»
is a generic concept, the hyperonym of which is defined not only by
a combination of two standard poles of the right and left political
spectra or their denial on the basis of a one-dimensional political
spectrum, but also encompasses the social term «russkiy mir»,
which as a figure of speech is used to designate not any
associations with Russian culture, but is applied in the form of
conceptualizing it as the «Russian cultural sphere» as a set of those
countries and peoples of the Russian Federation whose culture was
formed under the influence of models from the times of Rus’, to the
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Muscovite Tsardom, the Russian Empire, post-Soviet events of the
early 1990s, and from the early 2000s — the Putin era, and includes
both the Russian diaspora and Russian culture together with its
influence in the world. The ideology of the «Russian World» is a
socio-political doctrine promoted by the leaders of the Russian
Federation®.

Yu. Felshtinsky and V. Popov believe that the concept of the
«Russian World» was borrowed by Putin from the program of the
NPSR (National-Patriotic Union of Russia) and the rhetoric of one
of the ideologists of this organization, Podberezkin®. And as a kind
of attribute of the «Russian World», starting from the early 2000s,
Soviet symbolism was gradually returned (the anthem of Russia,
toponymy, the erection of about a hundred monuments to Stalin
after 2005, etc.).

Due to the multi-faceted nature of the concept of the «Russian
Worldy», there are various approaches to its understanding:
geopolitical, civilizational, cultural-civilizational, geo-cultural,
network-globalist, historical-mental, state-instrumental, socio-
communicative, etc. From the very beginning of its existence, the
«Russian World» was an ideological project aimed at the
geopolitical formation of the «Eurasian Union». In fact, the goal
was to restore the former Soviet Union in new geopolitical realities.
At the same time, one of the most important components of this
formation was supposed to be a pro-Russian Ukraine. And it was
this ideological project that later became one of the main motives
for justifying direct military aggression against Ukraine. Initially,
Russian chauvinist circles actively spread the idea of uniting the
Ukrainian, Belarusian, and Russian peoples into a single «all-
Russian people». Later, various ideological projects such as the
«Russian World» and «Novorossiya» emerged. At the same time,
the main declarative motivation of these projects was presented by
the authorities of the Russian Federation as support for
«compatriots» and «protection of the Russian and Russian-speaking
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population». The full cynicism of such motivation was first
revealed in Donbas in 2014 and in the territories of Northern,
Northeastern, and Southern Ukraine — already during the current
full-scale aggression of Russia. It was precisely in these regions
(predominantly populated by ethnic Russians and their
descendants) that the Russian-speaking population suffered the
most from the war unleashed by the Russian Federation.

Already since the 1990s, the authorities of the Russian
Federation paid significant attention to Ukraine in spreading
various kinds of fake and disinforming ideologemes. At the same
time, numerous means of information influence were actively used,
primarily to impose their manipulative propaganda among the
population of Ukraine. Thus, in particular, the concepts of the
«Russian World» and «Novorossiya» were artificially created and
purposefully disseminated®. Simultaneously, Kremlin authorities
widely began to use the resources and capabilities of cyberspace
and social networks to promote their own narratives, which were
predominantly of a hybrid-information nature.

For a long time, Kremlin regime ideologists formed various
kinds of narratives aimed at deforming historical heritage,
distorting historical facts, manipulating public consciousness, etc.
Gradually, targeted disinformation covered literally the entire
socio-political space. Official state clichés were systematically
imposed on virtually all spheres of life. At the same time, special
attention was paid to diminishing, discrediting, and eradicating
everything genuinely Ukrainian — that is, related to national
traditions, consciousness, and culture. As T.Kuzio noted,
Ukrainophobia, which has flooded Russian television propaganda
and the public discourse of the Russian political class, has
significantly worsened the situation regarding human rights not
only for Ukrainians but also for all national minorities of Ukraine —
in the territories of Donbas and Crimea occupied by the Russian
Federation?. And perhaps the greatest paradox of the «Russian
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World» policy is that through it, to a significant extent, ethnic
Russians themselves suffer (as was the case, incidentally, during
the wars unleashed by the Kremlin regime in Chechnya and other
regions of the former Soviet Union).

There exists an entire spectrum of Russian technologies for
zombifying people through television content. Each project has its
own clearly defined target audience (groups of viewers by age,
gender, education, occupation) and corresponding airtime. The
topics brought up for general discussion are always resonant, loud
events or extreme situations; otherwise, viewers are not interested.
Television channels are usually predominantly private and fully
engaged during election preparation periods. In the inter-election
periods, they serve the corporate interests of the owners, including
fulfilling orders from certain political forces or individual deputies
for PR, promotion of certain ideologies, programs, or preparation
of the groundwork for lobbying bills. A significant part of
television projects and various shows that supposedly belong to
Ukrainian channels are in fact not original — the idea is borrowed, a
copy of similar projects from the Russian Federation. Such hidden
«import» from a country where, at the state level, all information
policy is directed toward justifying and approving imperial
ambitions, disregard for human rights, cultivation of ignorance and
legal nihilism, poses a serious danger to our nation. We are
surprised at how television in the Russian Federation has replaced
reason for the average viewer and become an instrument of turning
the people into a herd, we laugh at the victims of propaganda, but
we do not notice the poisonous sprouts that Russian television has
planted in our media space. Article 7 of the Law of Ukraine «On
the Fundamentals of National Security of Ukraine» classifies
attempts to manipulate public consciousness, including through the
dissemination of unreliable, incomplete, or biased information, as
threats to national interests in the information sphere. However, the
legislator has still not developed effective legal mechanisms for the
further implementation of measures to counter such manifestations,
and therefore we are losing the information war. Thus, there is a
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tendency toward uncontrolled use of methods of negative
propaganda and manipulative techniques of information-
psychological influence, which in the future threaten irreversible
changes in public consciousness.

This, along with the objective lack of legal culture among a
significant part of the population, especially adolescents and youth,
gives grounds to consider the measures applied by the state to be
insufficient. In the activities of, in particular, television and radio
broadcasting bodies, which are responsible for analyzing processes
and trends in the field of information security, there are significant
obstacles. Monitoring of the television and radio (which is directly
provided for among the tasks of the National Council of Ukraine on
Television and Radio Broadcasting) and the development of measures
to prevent internal and external information influence that threatens the
information security of the state, society, and the individual (duties of
the State Committee for Television and Radio Broadcasting of
Ukraine) are carried out insufficiently effectively due to the
imperfection of the applied criteria for evaluating audio and video
materials. All this convincingly indicates the need to increase attention
from expert and controlling bodies of the state to the issue of stopping
the harmful, and sometimes destructive, influence of such phenomena
on mass consciousness and the mental health of citizens!. However,
Ukrainian legislators have not hastened to develop effective legal
mechanisms for the further implementation of measures to counter
such manifestations. And therefore Ukraine has essentially lost the
information war to the adversary. Thus, on the part of the Russian
Federation, there is a tendency toward uncontrolled use of methods of
negative propaganda and manipulative techniques of information-
psychological influence. It is precisely this that created a favorable
ground for the aggression of the Russian Federation against Ukraine.

3. The Conclusion of the «<Budapest Memorandum» as a
Concession to the Hybrid Policy of the Russian Federation
According to V. Kotsur, a characteristic example of the folly of

the West’s policy of appeasing the Russian Federation was the
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«Budapest Memorandum on Security Assurances in Connection
with Ukraine’s Accession to the Treaty on the Non-Proliferation of
Nuclear Weapons of 1994». After all, the established scheme of
«balance of power» with a possible adversary using military force
in the 21st century has not justified itself, unlike new methods of
armed conflicts that are introduced every year in unstable regions.

It should be noted that the «Budapest Memorandum» did not even
have the status of an international treaty. Since it did not contain legal
obligations, the parliaments of the guarantor countries did not ratify it.
And this despite the fact that among the assurances (obligations) of the
Memorandum were listed: respect for the independence, sovereignty,
and borders of Ukraine; refraining from the threat or use of force
against the territorial integrity and political independence of Ukraine;
no weapons would ever be used against it except in self-defense;
refraining from economic coercion, etc. At the end of February —
March 2014, the Russian Federation violated these international
assurances through the military occupation and annexation of Crimea
and aggression in Donbas.

As former U.S. Ambassador to Ukraine S. Pifer asserts, the
choice of the term — «guarantees» or «assurances» — caused debate
during the negotiations in Budapest. The first term was used to
provide guarantees to NATO members, which implies military
obligations. But the American administration was not ready to
provide Ukraine with any military obligations; moreover, it was
clear that the Senate would not ensure the possibility of ratifying a
treaty with such strict obligations. Therefore, according to S. Pifer,
the Memorandum was planned as a political agreement that
provided «assurances, but not military guarantees»?. Since the
conclusion of the Memorandum, a whole series of
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misunderstandings has arisen. Even in the very title, a contradiction
was embedded. While in the Ukrainian version it is «Memorandum
on Security Guarantees» («Memorandum pro harantii bezpeky»), in
the English version it is «Memorandum on Security Assurances»
(«Memorandum on security assurances»). It should be emphasized
that the term «Security Assurances» does not contain any specific
basis or meaningful confirmation of the real effect of the Budapest
Memorandum. It is therefore quite obvious that the «Budapest
Memorandum» never became an actual mechanism for
guaranteeing Ukraine’s security. Failure to comply with the
provisions of the «Budapest Memorandum» was committed by the
Russian Federation as one of the signatory countries. And this was
in exchange for Ukraine’s renunciation of the world’s third-largest
nuclear potential. This clearly demonstrated not only the perfidy of
the Russian Federation as the aggressor country, but also the
indisputable fact of the devalued system of security guarantees that
had developed after the Second World War.

According to S. Plokhy, the «Budapest Memorandum» to some
extent filled the security gap in Ukraine that arose as a result of
forced nuclear disarmament. At the same time, this gap gradually
widened until the beginning of Russia’s aggression against Ukraine,
when the ineffectiveness of the guarantees provided by the
«Budapest Memorandum» and related agreements became
obvious'. The Kremlin regime has always sought to use not only all
means of hybrid-information warfare against Ukraine, but also
direct armed intervention?. First of all, the provisions of the
«Budapest Memorandum», which was supposed to mark the
completion of overcoming the consequences of the «Cold Wary,
were discredited. Instead, it significantly undermined Ukraine’s
defense capability and its position in the international arena. Four
years after the conclusion of the «Budapest Memorandumy», in
December 1998, Ukraine undertook to eliminate 44 heavy bombers
and 1,068 X-55 cruise missiles, most of which were transferred to
the Russian Federation. And now these missiles and their
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modifications are flying from the Russian Federation into Ukraine,
destroying peaceful cities and critical infrastructure. Thus, Ukraine,
which inherited the world’s third-largest nuclear potential (220
strategic delivery vehicles), was deprived of it without real security
guarantees. Subsequently, this became one of the significant
reasons for the beginning of hybrid-information expansion, and
later — conventional aggression on the part of the Russian
Federation.

S. Plokhy asserts that when in 1994 Ukraine, by signing the
«Budapest Memorandumy, committed to handing over its nuclear
weapons to the Russian Federation, the United States, Russia, the
United Kingdom, China, and France promised to respect Ukraine’s
borders and sovereignty. However, there were no obligations to
defend Ukraine if these promises were violated. Accordingly, the
rhetorical question arises — was this huge security vacuum not an
invitation to war? The answer today is almost unequivocal: it was a
significant abuse of Ukraine’s trust in the world community and its
largest neighbor?. It should also be added that this was a significant
geopolitical miscalculation by the leading countries of the world,
and above all — the United States of America.

In June 1994, the Verkhovna Rada of Ukraine adopted a special
statement and resolution?, according to which the Cabinet of
Ministers was obliged within three months to develop a draft
international legal document that would strengthen the international
legal guarantees of Ukraine’s security in the context of the
«Budapest Memorandum»®. However, this decision was never
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practically implemented. In general, Ukraine as a state and its
national security were protected and guaranteed not only by the
«Budapest Memorandumy, but also by a number of important
international legal acts, namely: the UN Charter; the Declaration on
Principles of International Law concerning Friendly Relations and
Co-operation among States in accordance with the Charter of the
United Nations®.

Although formally the «Budapest Memorandum» did not
contain obligations of the guarantor countries to fight for Ukraine
in case of aggression against it, nevertheless, as follows from the
content of this document, the duty of responsibility for Ukraine’s
security lies with the guarantor countries: the United States, the
United Kingdom, and the Russian Federation (and partially —
France and China). The consequences of the failure of these
countries to fulfill the obligation undertaken toward Ukraine began
to manifest almost immediately. At first — through gas and trade
wars unleashed by the Russian Federation against Ukraine, and
later — in the form of direct military aggression of the Russian
Federation in Crimea and Donbas. At the same time, the Kremlin
regime paid increasing attention to hybrid-information varieties of
warfare, including hacker attacks against the United States.

CONCLUSIONS

The hybrid information policy of the Russian Federation during
the 1990s and early 2000s formed the foundation for a broader
strategy of neo-imperial expansion. Through the coordinated use of
informational, political, economic, and military instruments, the
Kremlin sought to influence political processes in neighboring
states and weaken the unity of Western alliances.

The events of the early twenty-first century demonstrate that
these hybrid instruments gradually evolved into open military
aggression. The Russian-Ukrainian war therefore represents not
merely a regional conflict but a manifestation of a broader
confrontation between authoritarian neo-imperial ambitions and
democratic international order.
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Over the past more than thirty years — particularly after the
dissolution of the Soviet Union — the Western world has, for the
most part, remained in a state of conviction that large-scale military
actions on the territory of Europe would no longer occur. However,
the Russian Federation, having disregarded the provisions of the
Budapest Memorandum and international law in general, unleashed
an entirely unprovoked aggression against Ukraine. This took place
despite the fact that, owing to the continuous process of
disarmament, Ukraine was in practice the most pacifist country in
Europe.

Having retained its military basing rights in Sevastopol and in a
number of other settlements in Crimea, the authorities of the
Russian Federation simultaneously pursued a systematic policy on
the territory of Crimea of supporting the «Russian-speaking
population» and orienting it specifically toward the Russian
Federation.

The post-totalitarian society of the Russian Federation during
the Yeltsin era proved incapable of transforming into a civilized
environment (as naively anticipated in Western countries). This
failure resulted not only from the dominance of oligarchs, but
above all from the prevalence within the Kremlin regime of KGB
traditions and methods. Individuals who rose to power on the wave
of democracy adapted remarkably quickly to a system in which the
rule of law and legal norms were not dominant, but rather the actual
law of force — with all the ensuing consequences. In particular, the
nepotism revived by this pseudo-democratic regime played a
significant role in bringing to power not only the individual figure
of Putin, but also his collective equivalent.

One of the methods employed in the Kremlin regime’s hybrid
policy consists in transferring full responsibility for the
consequences of its own aggression onto the leadership of those
countries that have become victims of this hybrid aggression. The
governments of such countries are persistently presented with the
occupier’s conditions, directed (as in the contemporary case of
Ukraine) toward the destruction of a sovereign state. At the same
time, the Russian Federation endeavours to portray itself as a
«peacemaker».

While Russian propaganda repeatedly asserts the existence of a
supposed genocide of the «people of Donbasy, it is the Russian
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army that is carrying out a real genocide of the Ukrainian nation.
Moreover, this genocide is directed primarily against the
predominantly Russian-speaking residents of Mariupol, Kharkiv,
Chernihiv, and the cities of the Donetsk and Luhansk regions,
among others. It must be emphasized that the Russian Federation
prepared its full-scale invasion and war against Ukraine over an
extended period of time. During this period, it consistently
strengthened well-financed agent networks and combat units at all
levels — both in the political and in the military spheres (down to
ordinary civic formations and organizations). Concurrently, the
Kremlin leadership sought to take account of the prevailing
foreign-policy situation. The leadership of the Russian Federation
also made every effort to secure the support of the world’s leading
states. This was primarily necessary for the realization of their
geopolitical projects, such as the restoration of the USSR.
Traditionally, the principal targets of Russian neo-imperialist
aggression have included Ukraine, the Baltic states, the South
Caucasus, and others. In pursuing these aims, the Russian
Federation has employed an entire complex of hybrid instruments
of an information-propaganda, political, diplomatic, trade-
economic, and other character.

ABSTRACT

The article examines the hybrid information-ideological policy
of the Russian Federation at the turn of the 1990s and early 2000s
as a systemic threat to Ukraine’s national security. It demonstrates
that, since Ukraine’s declaration of independence, the Kremlin
consistently pursued the goal of restoring control over the country,
employing a comprehensive set of hybrid tools: economic pressure,
support for a «fifth column», the religious factor through the
Ukrainian Orthodox Church of the Moscow Patriarchate,
information zombification, manipulation of historical memory, and
targeted promotion of the «Russian World» concept. Particular
attention is devoted to the role of the «Russian World» ideology
and the «Novorossiya» project as key elements of mental and
geopolitical expansion that prepared the ground for subsequent
aggression. The study analyzes pivotal precursor events (the 2003
Tuzla conflict, the 2010 Kharkiv Agreements, and the continued
Russian military presence of the Black Sea Fleet in Crimea), which
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constituted stages in the preparation for the hybrid annexation of
Crimea and the war in Donbas. Special emphasis is placed on the
Budapest Memorandum of 1994 as an illustration of the
ineffectiveness of international security assurances and a
concession to Russia’s hybrid policy in exchange for Ukraine’s
nuclear disarmament. It is argued that Russia’s hybrid information
expansion acquired a systematic character precisely during this
period and served as direct preparation for the full-scale invasion of
2022. The cynicism of Kremlin propaganda is highlighted, as it
shifted responsibility for aggression onto the victim while
portraying Russia as a «peacemaker». The conclusion is drawn that
the West’s underestimation of the true nature of Russian neo-
imperialism, combined with the weakness of international security
guarantees, significantly increased Ukraine’s vulnerability and
posed a broader threat to European and global security.

AHOTANIA

VY crarTi posrnsgaeTbes TiOpuaHa iH(pOpMaIiiHO-iIe0I0riYHa
nonitTuka Pociliceroi @enepanii Ha pyOexi 1990-x Ta modaTky
2000-x pokiB SIK CHCTEMHA 3arpo3a HalllOHATBHIN Oe3memi Ykpai-
HHU. BoHa eMOHCTpYE, 10 3 MOMEHTY HPOTOJIONICHHS HE3aJIeKHO-
cTi Ykpainu Kpemib mocimijJoBHO MparHyB BiTHOBJIEHHS KOHTPOJIIO
Ha/I KpaiHOW, BHUKOPHCTOBYIOYM KOMIUIEKCHHH HaOip TiOpuIHHX
IHCTPYMEHTIB: €KOHOMIYHHI THCK, MIATPUMKY «II’STOT KOJOHW,
peniriiiHuil hakTop yepe3 YKpaiHCBKY MpaBociiaBHY 1epkBy Moc-
KOBCBHKOT'O maTpiapxary, iHpopmaiiiHe 30MOyBaHHS, MaHiTyJIsIii
ICTOPHYHOIO TIaM’SITTIO Ta LUIECTIPSIMOBAHE TPOCYBaHHS KOHIETIIIIT
«pycckoro mupa». OcobnrBa yBara NpUAUISETHCS POl 11€0JI0Tii
«pyccKoro Mupa» Ta mpoekTy «HoBopocis» sIK KIIOUOBHX eleMeH-
TiB MEHTAJBHOI Ta TEOMONITUYHOI eKCIaHCii, 10 MiArOTyBaJIH
IPYHT 71l HoAanbInoi arpecii. Y JOCHiKEHH] aHaIi3yI0ThCS KITIO-
4oBi noaii-monepenHuky (koHQukT y Ty3ni 2003 poky, XapkiBch-
ki yrogu 2010 poky Ta MpoAOBKEHHS POCIHCHKOI BiiICBKOBOI IpH-
cytHocTi Yopromopcrkoro ¢rnoty B Kpumy), siki craHoBUIM eTanu
miAroToBKH 10 TiOpuaHoi anekcii Kpumy Ta BiiiHn Ha JlonOaci.
OcoOnuBHii akIleHT poOUThCs Ha BynamemrcekoMy MeMOpaHIyMi
1994 poky sk imocTpanii HeeeKTUBHOCTI MKHAPOIHUX TapaHTii
Oe3neku Ta MocTynKH riopuanii nonituui Pocii B 00MiH Ha sigepHe
po330poeHHs Ykpainu. CTBepiKyeThcs, 110 TiOpuaHa iHpopma-
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miiHa ekcrhancis Pocii Ha0ynma CHCTEMaTHYHOTO XapaKTepy caMme B
ueil mepiof i ciayxuia 0e3nocepeAHbOI0 MiATOTOBKOIO 0 MOBHO-
MacmrabHoro BroprHeHHA 2022 poky. [ligkpeciroeTbes TWHIZM
KpEeMJTIBCHKOT TIpOTIaraHy, ska MepeKianaia BilloBITaTbHICTh 3a
arpecito Ha KepTBY, OHOYACHO 300paxytoun Pociro sik «MHUPOTBO-
pus». PoOUTBCS BUCHOBOK, IO HEJOOLIHKA 3aXOJ0M CHPaBXKHBOI
MIPUPOJIN POCIMCHKOTO HEoiMIepiani3My B MOEIHAHHI 31 CITa0KiCTIO
MDKHApPOIHHUX TapaHTiH Oe3MeKrW 3HAYHO ITOCHIIMJIA BpAa3JIUBICThH
VYkpainu Ta CTBOpHJA MIMPIIY 3arpo3y €BPOIEHCHKIH Ta CBITOBIi
Oesmerri.
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