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THE SUGGESTIONS FOR IMPROVING THE EFFICIENCY
OF DETECTING LOW-VISIBILITY AIR OBJECTS THROUGH
USING OF THE PASSIVE RECEIVERS
MULTI-POSITION SYSTEM

Misiyuk G. V., Popov S. E.

INTRODUCTION

Reliable air defense of the state is impossible without the creation of
an effective airspace control system. The basis of the state airspace
control system is the Radio Troops (RT). They provide the creation of
radar field (RF) in the airspace.

Aiirspace control consists of continuous monitoring by radars, aircraft
flights and determination of their affiliation by means of state
identification. Airspace control is carried out in radar detection zones, as
well as additional radars that are included for airspace control and
inspection.

Controlling the airspace is greatly complicated by the appearance of
small air objects (AO)".

AO has specific flight characteristics:

— small effective scattering area (ESA);

— wide range of speeds;

— implementation of covert flights at medium, low and extremely low
altitudes using the terrain.

Features of radar detection of small AO (on the example of unmanned
aerial vehicles (UAVYS)) are:

— short detection range;

—finding the UAV in the area of illumination from local objects,
which requires the inclusion of equipment for protection against passive
interference, which, in turn, reduces the detection range;

! Kosameschkuit C.M,. Xynos I'.B,. boposuii B.I. IlepcnekruBu po3BUTKY
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—lack of notification of UAV actions from other air surveillance
control systems due to the fact that UAVs usually operate in the area of
only one air surveillance control system.

Traditional (known) organizational and technical ways to increase the
efficiency of airspace control of inconspicuous and AQ are:

—increase of energy potential and improvement of tactical and
technical characteristics (TTC) of radar;

— compaction of the radar location in dangerous;

— simultaneous use of radars of different frequency and others.

The use of traditional methods to increase the efficiency of airspace
control of AO leads to an increase in the required number of radars,
increase in power consumption and, as a consequence, to an increase in
the cost of creating and maintaining a radar field (RF). Alternative
(promising) ways to increase the efficiency of detection of inconspicuous
and AO are”:

—use of energy from external radiation sources and implementation
of spaced reception modes;

—the wuse of the properties of the resonant reflection of
electromagnetic waves from the AO when using wavelengths that are
comparable to the size of the AO;

— use of multi-position system, etc.

Thus, at present, in solving the problem of detecting AO, the
contradiction between the trends in the development of inconspicuous
AO and the capabilities of existing radars for inconspicuous AO has
intensified.

—use of energy from external radiation sources and implementation
of spaced reception modes;

—the wuse of the properties of the resonant reflection of
electromagnetic waves from the AO when using wavelengths that are
comparable to the size of the AO;

— use of multi-position system, etc.

Thus, at present, in solving the problem of detecting AO, the
contradiction between the trends in the development of inconspicuous
AO and the capabilities of existing radars for inconspicuous AO.
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1. Analysis of the capabilities of radars for the detection
of low-visibility air objects

Technical advances in recent years have affected both the appearance
of weapons and their functionality. Thus, in modern hostilities cannot do
without the use of UAV, which have proven their effectiveness in the
Donbass and in the military conflict between Armenia and Azerbaijan®.

AO (UAV) is characterized by small geometric dimensions, low
thermal contrast and flight speed, as well as low ESA, which does not
allow for sufficiently effective detection. The reduction in radar visibility
of AO is inextricably linked to a reduction in their ESA.

The main methods of reducing the ESA are reducing the size, giving
objects special reflective forms, the use of active masking systems,
radio-absorbing coatings and composite materials’. These features
significantly complicate the task of detecting AO using existing radar.
The detection of such objects is complicated by the fact that they are
used at low or extremely low altitudes using the terrain. At present,
UAVs are a rather serious problem. In fact, the most logical way to get
rid of an enemy drone is to destroy it. At the same time, various weapons
can be used for destruction®.

Small light UAVs (and the vast majority of those used, for example,
in the Donbass) can be shot down with small arms, which has been
proven repeatedly, but this required enormous effort and consumption of
ammunition, while actually getting into the device did not guarantee its
downing (known cases of UAV losses showed damage to the engine or
battery).

Alternative means of destroying UAVs can be anti-aircraft guns,
which can create a fairly high density of fire.

During the conflict in Donbass, the mass use of modern Russian-
made UAVs by illegal armed groups, which were actively used to
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establish radio interference and perform other special tasks,
was recorded®.

For example, the use of Russian UAVs of such types as “Orlan-107,
“Dozor-100”, “Dozor-600”, “Granat-4”, “Outpost” with a depth of
reconnaissance up to 300 km. These aircraft take off from the territory of
Russia 15-20 km to the state border. Their stay can be up to 16 hours. In
addition, unidentified tactical UAVs with a depth of up to 5-10 km are
used. We will conduct a detailed analysis of these and other UAVSs'.

Reconnaissance small complex “Seeker” (Figure 1) today — the only
portable short-range complex.

/

Fig. 1. Reconnaissance UAV T-4 reconnaissance
small complex “Seeker”

The main purpose — an individual means of airspace control. The main
developer is the international corporation “Development”, the work is
carried out at the Omsk Radio Plant. The whole complex will be placed in
one container (type GK-30), the total weight will not exceed 10 kg®. The
peculiarity of the communication with the UAV in the air is the use of a
retractable antenna from a portable backpack, which does not tie the
paratroopers to the place of installation of a stationary remote antenna.
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Intelligence complex “Seeker” contains:

— base station with antenna;

— tablet computer;

— at least two T-4 UAVS.

UAVs are used to ensure airspace control and information collection
within a radius of 8 km. The main purpose of the UAV is to accurately
determine the coordinates of objects and adjust the fire. UAV complex
“Pear” (Figure 2) — a Russian development, used by special forces. Each
UAV s equipped with two digital cameras that can capture images in the
visual range.

“Pear” is equipped with an electric two-bladed engine and can be in the
air for about an hour and a half. During this time, the device can cover ten
kilometers at an altitude of five hundred to a thousand meters and return.
Working range 5-10 km, working height is 50-3000 m above the level of
the underlying surface, but most often the devices are used at altitudes of
100-500 meters®. The only obstacle to work can be the wind, the speed of
which during start-up should not exceed 12 m/s (with gusts up to 15 m/s).
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Fig. 2. “Pear” at startup

Video signal transmission is possible only under conditions of direct
visibility; when working in mountainous areas it is better to use an
information storage device. Time of continuous stay in the air — 75 minutes.

° Animmies A.M. JloBimauk yuacHuka ATO: 030poenHs i BilicbkoBa TeXHiKa
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Provides reception and transmission in real time of television and
thermal imaging images of the area, determines the coordinates of the
objects of observation, performs the functions of a repeater, collects,
accumulates and processes information.

Tactical unmanned aerial vehicle ZALA 421-16 (Figure 3) is a dual-
purpose complex and solves the problem of remote monitoring, observation
in a wide range of weather conditions of the underlying surface (including
complex terrain, water surface), search and detection of objects.

Fig. 3. UAV ZALA 421-16

The ZALA 421-16 UAV complex is an effective means of
conducting large-scale aerial photography. UAVs can be used for
airspace control and surveillance, targeting, and fire adjustment. This
model of UAYV in its class has a high duration of continuous flight —
4 hours (with a two-stroke engine) and 8 hours (with a four-stroke
engine) and a high flight speed — 130-200 km/h.

Multifunctional unmanned complexes of the Orlan series. The main
examples of the series “Orlan” are:

— “Orlan-1” (micro);

— “Orlan-3M” (mini);

—“Orlan-10” (tactical);

— Orlan-30.

Unmanned aerial vehicle complex “Orlan-3M” (Figure 4) is designed
to perform panoramic and planned photo and video shooting of the area.

The “Orlan-10” UAV (Figure 4) is designed to control objects in
hard-to-reach areas, can be used for search and rescue operations.

The UAV is equipped with an internal combustion engine running on
conventional A-95 gasoline. The start is made from a collapsible catapult,
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landing — by parachute. The maximum speed is 150 km/h. The device has a
significant flight duration — 16 hours. The maximum range is 600 km.

Fig. 5. UAV “Orlan-10""

From one control point it is possible to control at once 4 UAVs
“Orlan-10”, thus one of them can serve as a repeater of data for others
that increases the general range of action of group.

The aircraft “Dozor-600” (Figure 6) in its characteristics can be
compared with the American MQ-1B. Takeoff and landing of the aircraft
are carried out by aircraft. The basis of the payload should be: radar,
video camera, thermal imager and camera. With appropriate
modification, “Dozor-600” will be able to perform shock functions. The

10 Amimmien A.M. JloBimnnk yuacuuka ATO: 036GpoeHHs i BifichkoBa TexHika
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device is currently under development. It is unknown whether the
“Dozor-600" will go into series, or developments on it will be used to
create some other, perhaps even larger UAVS.

Fig. 6. UAV “Patrol-600”

It is unknown whether the “Dozor-600 will go into series, or develop-
ments on it will be used to create some other, perhaps even larger UAVS.
The main task of the aircraft “Outpost” (Figure 7) is to survey the space.

Fig. 7. UAV “Outpost™*

The UAV has a system of two independent gyroscopes, GPS sensors
are also duplicated, equipped with a multifunctional video surveillance
system with video capture cards, a powerful infrared camera with a high-
resolution cooling matrix.
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Effective counteraction of UAVs requires their timely detection,
which can be visual, acoustic, optical, radar and radio engineering.

Radio engineering units of RT currently perform only radar and
visual detection®. Radar means include radars, which by purpose will be
divided into radars of combat and duty modes.

The main radars of the next mode are radar 5SH84A and modernized
radar 5SH84MA, radar P-18 and its modifications radar P-18MU, radar
P-18MA, radar P-18 “Malachite”. The main radars of combat mode are
radar 19Zh6, radar 35D6 and modernized radar 35D6M, radar P-37
(P-37R), radar 79K®.

The experience of the conflict in Donbass has shown that the
detection distances of small UAVs at different values of SSA and
depending on the range of radar range from hundreds of meters (for SSA
0.01 m2) to 20 km (for SSA 0.1 m2), which greatly complicates the work
operator for their timely detection. There are currently no special means
of timely detection of such aircraft*.

Fig. 8. Diagrams of incoherent EPR (m2) UAV “Orlan”:
a-r=10cm, b—xr=18m"
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After analyzing the UAVs that were recorded in the Donbass, the
possibility of detecting these UAVs by modern radar stations 35D6,
19ZH6, “Malachite” and P-18MA was investigated. There are no
experimental data on the reflective properties of these UAVS, so the
study used the calculated values of the effective reflective surface of the
UAYV “Orlan-10”, which are shown in Figure 8.

Since the potential capabilities of the radar to detect UAVS were
analyzed, the detection zones of these targets were calculated assuming
the location of the radar at ideal positions. The vertical section of the
detection zone is generally described by the expression:

r(e) = rFy(e) F () , 1)
r, —the maximum range of detection of the radar target in free space;
F,(e)— AP in free space;
F (¢)— interference factor of the Earth.

The shapes and sizes of UAV detection zones by “Malachite” radar
stations (P-18MA) and 19Zh6 (35D6) are shown in Figures 9-11".
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Fig. 9. Vertical section of the detection zone of operational and tactical UAV
radar “Malachite” (P-18MA) when working with a standard antenna
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Fig. 10. Vertical section of the detection zone of operational
and tactical UAV radar “Malachite” (P-18MA) when raising
the antenna in two sections
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Fig. 11. Vertical section of the detection zone of operational and tactical
UAV radar 35D6 (19Zh6) (P-18MA) in the next mode™®

The calculations allowed to determine that modern radars can provide
detection of UAV-type “Orlan-10" at altitudes of 100 m — at ranges of
15... 30 km, at altitudes of more than 500 m — at ranges of 50... 60 km,
and at altitudes greater than 1000 m — at distances of 70... 90 km.

Therefore, the detection of UAVs can be carried out by radar.

18 Buinescobkuit C.JL., Beitnic JI.B., Kiuvuenko B.J. TToTeHmiitai MoXIHBOCTI
PJIC PTB 3 BusBIGHHS ONEPAaTHBHO-TAKTHYHUX Ta TAKTHIHUX OE3MLTOTHUX
nmitaneHAX amnapatiB. Hayka i mexuika Ilosimpsanux Cun 36poiinux cun Yxpainu.
2017. Bum. 2 (27). C. 92-98.
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But the new round of conflict in Nagorno-Karabakh, which
intensified a few weeks ago, is very different from previous fighting. It is
obvious that in this war a special, even dominant role is played by the
new modern armament, which is increasingly gaining a leading
position'’. We are talking about unmanned aerial vehicles — UAVs. It
was they who began to define a new strategy and tactics of armed
confrontation in theaters of war. Based on this, we can safely say that the
example of the conflict in Karabakh is formed something like “wars of
the future”, when the battle is driven by cars controlled at a distance.

RT are the main sources of airspace information. They are radar
means of AO detection and coordinate measurement.

Thus, according to the classic scenario of the war of the future, the
Azerbaijani troops began their operation to neutralize the means of
airspace control and involved drones of various types, operating within
clearly defined tasks. To control the airspace of Karabakh, radio-
controlled drones based on old An-2 aircraft were used, the appearance
of which over certain areas (especially at night) provoked the enemy to
open fire (with the cost of scarce missiles), which made it possible to
distinguish the positions of existing anti-aircraft missile systems layouts.

All data was transmitted online to the control point, and the detected
targets were immediately destroyed by artillery and drone strikes. Thus,
neutralized the short-range defense of airspace with the confirmed
destruction of 10 to 15 Anti-aircraft missile systems type “Wasp”,
several type “Arrow-10" and electronic warfare stations (including the
latest Russian complex to combat small UAVs “Repellent-17). Later, the
S-300 anti-aircraft missile systems and the P-18 radar were also
destroyed by an air strike. As a result, one of the main factors of defense
stopped working.

We can say that the military conflicts of recent years have shown that
with the advent of homing weapons, active radars have become quite
vulnerable, so there is a question of more effective choice of radar
method as a way to control enemy airspace.

Despite this, the means of passive location are currently used very
little. The role of passive detection systems at this stage of development
becomes especially important in connection with the almost phenomenal
growth of energy characteristics of active noise interference, protection
against which by means of active radar becomes ineffective.

7 Inteprer-pecype. URL: https://iwww.bbc.com/ukrainian/features-54434848.
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2. Detection of low-visibility air objects at the expense
of using a multi-position system of passive receivers

Military conflicts in recent years have shown that with the advent of
homing weapons, active radars have become quite vulnerable, so the
question arises of a more effective choice of radar method as a way to
control airspace.

An important class of such systems is the method of passive radar,
which provides all the stages of obtaining information about targets, such
as detection, measurement of coordinates, as well as motion parameters.
AO transmitters (aeronautical navigation, location, communication,
sources of artificial interference), as well as objects that have thermal or
radar contrast with the environment can be sources of radiation.

Hence, we can say that the main sources of such signals, for example,
from the aircraft, which is a classic representative of the AO are:

— radar detection and aeronautical complex;

— radio altimeters.

Interference stafion,

Fig. 12. Radiation sources'®

18 Xymoe I'.B, Miciok I'.B., Cosa O.B. IlopiBHANbHA OIiHKa MOTEHIIHHIX
TOYHOCTEH BH3HAUCHHS KOOPAWHAT TMOBITPIHUX O0O’€KTIB y O0araTromo3umiiHii
MacHUBHIN cucteMi. Hogimui mexnonozii — 01 3axucmy noimpsHo20 npocmopy -
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These signals can be considered as sources of information that will
determine the characteristics of the signals (operating frequency,
spectrum width, power, etc.).

Thus, the paper proposes to use a multi-position system of gassive
receivers to increase the efficiency of detection of AO (figure 13)".
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Fig. 13. Multi-position system of passive receivers

The information of such a passive system can be used as an additional
at the command posts of radio units and to create and maintain a
continuous radar field at low and medium altitudes.

The use of a passive multi-position system of receivers in comparison
with single-position radars allows to increase the accuracy of measuring
the spatial coordinates of the software and reliability due to the excessive
number of receiving positions.

In addition, the passive multi-position system provides complete
secrecy and, as a consequence, high survivability®.

On the other hand, unlike the active radar method, the passive system
does not allow to determine the distance to the air object according to the
signal reception by only one receiver, which is a significant
disadvantage. Therefore, to determine the coordinates of the AO it is
necessary to use a multi-position system of passive receivers located at a

19 Yepusik B.C. MHoromo3unmMonHas paauonokanusi. Pamuo u cBs3b, Mocksa.
1993. 416 c.
Tawm camo.
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certain distance from each other (base). In a passive multi-position
system, the AO coordinates are determined by measuring the relative
signal delays from the AO. In this case, you can omit the space survey
and use directional antennas. Unlike active radar, in passive radar it is
not known in advance at what frequency this or that software emits,
therefore the whole range of certain frequencies is scanned. In passive
radar systems, the angular coordinates of objects are measured by known
direction-finding methods, namely angular, difference-range and
angular-difference-range methods?'.

The most common method of determining the coordinates in a
passive multi-position receiver system is the difference-range method,
which is based on measuring the difference in time delay (Time
Difference of Arrival (TDOA)) of the signal emitting AO in the direction
of the system receivers?.

The signal emitted by the AO will be received by the system
receivers at different times, depending on the distance between the
software receivers. The time difference between the two receivers is
compared with the hyperboloid (in three-dimensional space) on which
the AO is located (figure 14)%.

The difference-range method is based on measuring the relative delay
of signals received at three reception points and determining the line of
movement (hyperbola), as well as subtracting the coordinates of the point
of intersection of the lines of movement.

Let the reception points be at spaced observation points Al, A2, A3,
AO — at point M. The distances between points Al, A2, A3 are denoted
by d12, d23, respectively, the distances from the reception points to the
AO are denoted by D1, D2, D3. The foci of hyperbole coincide with the
points of observation.
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Fig. 14. Points of reception of AO signals

The differences in distances are determined by measuring the relative
delay of the signals between the receiving points and are denoted by:

B, =const = D, — D, and. B, =const =D, - D;.

The spatial position of the AO is determined by three distance
differences that were measured at the receiving points. The coordinates
of the AO are defined as the point of intersection of the hyperboloids of
rotation.

Usually the bases d12 and d23 are not on the same line, but at an
angle of 60° to 90°.

The linear error of the method is determined by the expression (2):
0'(D1 - Dz)

2sing

oy (D, -D,) = (2
ne o — standard deviation of the definition Pyy;
¢ —angle A;MA,.

The difference-range method is based on measuring the difference in
the course of signals to the receiving positions. This method allows the
use of both pulsed and continuous signals, including noise and noise. The
method is especially effective in cases where basic correlation processing
is used to calculate the stroke difference, in which the type of signals
does not matter.
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Thus, knowing the range of operation of electronic equipment of
UAVsS, it is possible to determine the frequency range of passive
receivers, which are combined into a multi-position system**.

Thus, knowing the range of operation of electronic equipment of
UAVs, it is possible to determine the frequency range of passive
receivers, which are combined into a multi-position system.

1

Fig. 15. Differential-range detection method AO provisions®

CONCLUSIONS

The paper analyzes the implementation of airspace control tasks. It is
established that the use of traditional methods to increase the efficiency
of detection of small AO leads to an increase in the required number of
radars, increase power consumption and, consequently, to increase the
cost of creating and maintaining the next radar field. The use of the
passive method of radar to increase the efficiency of detection of AO by
state space control systems is proposed.

In addition, the multi-position system of passive receivers provides
complete secrecy and, as a consequence, high survivability. The main

2 Xynos T'.B, Miciok I'.B., Coa O.B. IlopiBHsibHA OLiHKAa MOTEHILIHHUX
TOYHOCTEeH BH3HAUYCHHS KOOPIWHAT TMOBITPSHUX OO’€KTIB y 0araTomo3uiiiHii
MacHUBHIN cucteMi. Hogimui mexnonozii — 01 3axucmy noimpsHo20 Hpocmopy -
XV mixH. Hayk. KoH(. : Te3u qonoB. Xapkis : XHYTIC, 2019. C. 224.

Microk I'.B. TlopiBHsIBHMIA aHadi3 METOAIB BHU3HAYCHHS KOOPIHMHAT
MOBITPSIHUX O0’€KTIB y OaraTomo3umiiHIi TacwBHIA cucteMi. [lepcnekmusu
poszeumxy 030pocnns ma 6iticokosoi mexuiku Cyxonymuux 8iticbk : TE€3U JOIOB.
MiXKHap. HayK.-TexH. KoH®. (16—17 tpas. 2019 p.). JIeBiB, 2019. C. 78.
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attention is paid to the multi-position system of passive receivers. In
passive radar systems, the measurement of angular coordinates of objects
is performed by known methods of direction finding, namely angular,
difference-range and angular-difference-range methods.

The most common method of determining coordinates in a passive
multi-position receiver system is the difference-rangefinder method,
which is based on measuring the difference in delay time. The analysis of
radar equipment signals, which are directly a source of information in the
passive radar system, is carried out to determine the tactical and technical
characteristics of receivers when detecting air objects by a multi-position
system of passive receivers in a certain direction. Knowing the TTC of
these air objects, namely the characteristics of the signals of the onboard
radio equipment, will allow to allocate priority frequencies for tuning the
multi-position system of receivers in a particular direction.

SUMMARY

The analysis of tendencies of development of small air objects is carried
out and it is shown that one of tendencies is decrease in their radar visibility.
Small values of the ESA (0.005... 0.3 m?) of modern and promising small
AO cause a deterioration in the efficiency of their detection.

The analysis of unmanned aerial vehicles, which were recorded in the
East of Ukraine during airspace control, is carried out.

It is established that the use of traditional methods to increase the
efficiency of AO detection leads to an increase in the required number of
radars, increase power consumption and, as a consequence, to increase
the cost of creating and maintaining the next radar field.

The analysis of the main TTC of the radar, and their capabilities for
AO detection and existing methods to improve the efficiency of
detection of AO by state space control systems.

The method of increasing the efficiency of AO detection by state
space control systems, namely the passive method of radar, is
considered.

It is established that the use of a multi-position system of passive
receivers increases the efficiency of AO detection.
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